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PREFACE

PROPRIETARY LEGEND

Z/XDC® andits docunentation(collectively, "Produd"), including codes thereof, are theconfidential ard
proprietary property of Cole Software, LLC ("Owne™). Product maybe used only by those orgarnizatonsthat are
licensed by Owner for suchuseandonly in the mannerso licensed.The prgram anddocumentationmay na be
publisted,reprodued,distributed or madeavailableto third partiesfor any purposewithout theexpessedwritten
permission of Owne; howewer, areasmablenumber d copies may be madeof the documentation(including the

copyright ndices an proprietaryegendgshereon asis ne@ssaryfor the legtimate ug ofProdict within alicensed
organization.

Except asmay beotherwise exyressedn a sigiedageenent ketwean Owne and Custorrer, Owner makes no
represetations or warranties,exgessedor implied, including, but not limited to, the implied warraries of
merchamability and fithessfor a particularpurpase, the warranty of freedomfrom rightful claims by way of
infringement anl thelike, andanywarrantyasto acairacy

WARNING! z/XDC® is apowerful tool for dynanically locatirg andcorre¢ing malfunctiors in actiely executing
user progans and operatingysten proganms and subroutineg\ccordngly, it is inherent intis desig, that unless
the wse d this product ispropely controlled, then uret certain conditions aaticiousor caeless ger carusethe
prodict toalter, sub\ert, counterfeitdamage orotherwise distub thenormal exesutionof user prgrans orsystem
routinesincluding, undercertaincondtions, bothits own ard systemsecuity routines.

Thereforeegwven ifadvised d the possilility of lossor damages,unde no circunrstanceshall Qvner beliable for
ary loss or damage whasoever (including deah) arising from Product, whether such loss or damag@ be dired,
indirect,corsequatial, specialbr otherwise.Furthe, Ownershall rot beohligated taindamnify anyuse of Product

in ary mannerfor anylosswhich the useror anyoneelsemay experierme,of ary kind ar natue, arisingout of the
use or misuse of Product.

CONTACTING COLE SOFTWARE

Thez/XDC® products are marketed by COLE SOFTWARE, LLC withits principal office in Afton, Virginia. If
youwart more irformation, pleag cantact ®LE SOFTWARE Marketing asfollows:

Phme: 800-XDC-51500r 928-771-2@M3
FAX: 928-771-2M5
E-Mail: sales@coledd.com

Home Page:  http://w ww.cole®ft.com

Copyright © Cole Sdtware, LLC - 2006
All Rights Reseved
Generated October 9, 2006 (11:55am)
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Our Technic& Supportcontactsare:

Phme:
FAX:
E-Mail :
Home Page:
FTP site:

540-466-8210
540-466-668
techsipt@colesoft.com
http://w ww.cole®ft.com
ftp.colesoft.com

Our Cudomer Srvices cotactsare:

Phme:
FAX:
E-Mail :
Home Page:

540-466-8210
540-466-6668
support@coleoft.com
http://w ww.cole®ft.com

Our snail mail addess is:

Address:

Cole Software, LLC
736Fox Hollow Road
Afton, Virginia 22920
USA

Ourhone pae provides tle following serices:

TFS™, XDC-TFS™, CDF™, XDC-CDF™, andFASM ™ are trademarks of Cole Sdtware, LLC. Extended
Debugging Controller®, XDC®, XDC/SE®, and z/XDC® areregstered trdemarks of Cole Sdtware,LLC. Other
brandand praduct nanes referacedin this docunent aretradenarks orregstered trdemarks of their various

Geneal information aboutz/XDC.

E-mail links tobothMarketing Technicé Support,andCustoner Snices.
FTPlinks for uploadng diagnaostic information and other files to Technical Support.
FTP links fordownloadng curent mainenacefor ZZXDC.
Links pemitting existing cugomers todownloada full set ofz/XDC's da@umentation.

An order form for obtaining an upgrade of XDC toits currert version (ZZXDC) ard releae (z1.8).

TRADEMARKS

haders. Useof their namesherein is for identification purposes only.

z/XDC cusbmers may make asnany ®piesof thismanual asthey feel is necesaly for the kegitimate useof z/XDC
within theirorganization.Existingcustoners may downlaad fromour web siteWww.cole®ft.cam) printalde copes

ADDITIO NAL M ANUALS
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of dl of ZZXDC's maruds. Each marud is available in PDF format
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THE zZ/XDC PRODUCT DISTRIBUTION PACKA GE

Z/XDC "Product DistributionPaclages" canbeobtainal via thefollowing media o methods
! CD-ROMs
! Downloadsfrom our web site: www.col esoft.com (planned)

A paclage casists 6 a conpressedile that must ke ugoadedto the mainfrarme ard then deconpressedefae the
prodwct canbeinstalledvia SMRE.

If youhawe recéved ZXDC via CD-ROM, then youwill have recéved tre praluctfiles organized into dolder

structureas slownin Figure 1onpag 1. If you've receied ZXDC via thelnternetthen youwill have recéved a
ZIPd file contairing this sane file structure.

I Thez-XDC z1L.8 Productsfolder cortains a xdcxnit.trs file that will have to be uploaded to your mainframe

ard then restored to its original format via MVS's TRSMAIN program and then TSO's RECEIVE!
conmmands.

I Thez-XDC z1.8 Manuals folder cortains d of z/XDC's manualsandotherdocuments inPDF format? The

documentation can be searched, read, or printed directly from the CD-ROM or your hard drive using Adobe's
Acrobat Reader.

d:\
)) z-XDC z1.8

/)) z-XDC z1.8 Manuals

* z-xdc_Z18_commands_reference.pdf
z-xdc_Z18_install_guide.pdf
z-xdc_Z18_messages_reference.pdf
z-xdc_Z18_release_guide.pdf
z-xdc_Z18_users_guide.pdf

L

.)) z-XDC z1.8 Products
$readme.txt
$unterse.jcl
xdcxmit.trs

Figure 1 z/XDC Distribution Package Map

If you hawe receivedthe prodict paclage via the Internetthenyou hawe recéved aZIPd file nanedxdcz.8.zip.
This paclage containsthe sam file structure that gu woud hawe receied via CD-ROM (seeFigure lonpagl).

INOT to be coriused with SMP/E's RECEIV E command! That's sonething entirely different.

’PDF stands br "Portable Document Fomat'. It is a d@umentaion format thatwas deeloped by and $ suppored by AdobeSysems,

Inc. A reader 6r this format is avaiable without chagefrom Adobe's web site www.adobecom. Thename of thereade is "The Adobe
Acroba Reader".

-1-
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Youwill have toextractthe filesusingPKUNZIP, WinZip*, ZTre€ or whaever deonpressiortool you prefet

Printing z/XDC's Various Manuals

Z/XDC'sdocumnentationconsistof themanualsshown in Figure 2onpag 2. Themanualsare povidedin PDF
format. Thisis agoodformat forbothbrowsing searching and printing.

ZIXDC z1.8 Manual Name Desciption

Release Guide Descibeswhat 5 new wih releag z1.8 of z/>DC.

User's Guide Explains fow to use ZXDC z1.8.

Commands Reference Descibes dl of ZZXDC z1.8s canmands.

Messages Reference Explains d numberedmessags issed ly ZXDC z1.8

Install Guide De<ribeshow to install /XD C z1.8 (the current documert).
Figure 2 ZIXDC Manuals

Printing the PDF-Formatted Manuals

PDF gandsfor "Partable Docurrent Format”. It is adocumentationformat thatwasdewelopedby andis suppated
by AdobeSystens, Inc. A reader for this formatis available without chargefrom Adobeswebste: www.adde.om.
The nane of the reader is "The Adobe Acrobat Reade™.

To print az/XDC manual,start yp AcrobatReackr ard use itto open tre desired nanual.Note,when youdothis,
Acrobat may issuethefollowing warningmessag:
Unable tofind or createthe fot "WPTypogaphicSyniols'. Sanecharacters nay rot display or
print correctly. OK

Thismessageoccursbecausetheoriginal /XD C documeriswere creged usng WordPerfect, and Adobegpparertly
is na licensel todisplaysone ofthe fants thrat WordRerfect atomatically uses. Simply presstheOK buton and
proceel.

You maybeable tocorred this"problem by selectig AcrobatReackrsView meru and thenmaking surethatUse
Local Fonts is checked If you have WordPerfect installed on your system this should take care of it.

*PKZIP and PKUNZIP ae file compression and decompression programs that are available from www.pkware com.
*WinZip is afile compression/decompression utility that is available from www.winzip.com.

*ZTree is a superb file manager utility that is available from www.ztreecom. It includes a mmprehensive interface to the compression/
decompression utility of your choice.

-2-
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If checking UseLocal Fonts does rot resdve theproblem then cnt bother worrying abaut it any furthe. The
"display prablens” referredo bythewarring arenot really significantin ary case

Getting the Product Filesto Your M ainframe

The distribution pakage's z-XDC z1.8 Products folder contains three files: $readne.txt $untese.jcl and
xdexnit.trs.
I xdcxnit.trs contains the product's installation libraries in tersed xmit-library format.
I $untesse.jclcontains sample JCL for decompressing the xmit-li brary.
I $readne.txtidertifies thereleasdevel of thexdcxnit.trs file.

Reardlessof whetheryou received ZXDC via (D-ROM or from thelnternet,you will now hawe touploadthe
prodict file (xdexnit.trs) to your mainframe and extrad theinstallation librariesfromwith it. Here'show to do that

Sep 1: Transmit the Xdcoxmit.trs Filesto Your Mainframe

| assime thatyou areushnga PCtha is rurming sone sat of "workstation" program that al ows youto connect to
your mainframe asa 3Z7x type terninal. Figure 3on pag 3 shavs just afew exanples d many sud prograns.
These prgrams allhawe a file transfecapaliity for sendimg files backandforth betweenthe mainfrane ard your
PC.

Workstation
Company Product Web Site
Attachmate Extra! www.attacimate.caon
Ericom PowerTerm WWW.ericomcom
HOB HOBLink Teminal Edition  www.hobsoft.com/www us/produkte/connect/
term-edhtm
Hummingbird Hog Explorer www.hummingbird.com
IBM Personal Communications www-3.ibm.com/software/network/pcomm
NetMarage Runba www.netnana@.can/prodwcts/runba/inde.ap
Tom BrennanSdtware Vista tn270 www.tonbrenransoftware.can
WRQ Reflectin www.wrg.can/products/reflection
Figure 3 Commercial Workstation Software

At this mint youwill needto use yourfile transferfeatureto "ugoad" (i.e.send)thexdcxnit.trs file from yourPC
to your mainframe. Whenyou performtheupload please flow theseguidelines

! Youmust gerforma”binary format" file trarsfer This neanghat thetransfer pocessmust not attenypt to
trarslate thefile from ASCII to EBCDIC, and it must not attenpt to interpretCRLF ("carriage return line
feed") sguerces a erd-of-recordsignals.


http://www.attachmate.com
http://www.ericom.com
http://www.hobsoft.com/www_us/produkte/connect/term-ed.htm
http://www.hobsoft.com/www_us/produkte/connect/term-ed.htm
http://www.hummingbird.com
http://www-3.ibm.com/software/network/pcomm
http://www.netmanage.com/products/rumba/index.asp
http://www.tombrennansoftware.com
http://www.wrq.com/products/reflection

zZ/IXDC® 1.8 INSTALLATION GUIDE
(The ZXDC Product Distributio n Package

I Thexdcxnit.trs must ke ugoadedto a mainfrane ddaset faving thefollowing chaacteristics:
Sugyesteddsnane: DBCOLE.XDCZ18.INSTALL.XDCXMIT.TERSED
DCB: DSORG=PS,RECFM=FB,LRECL=1024,BLKSIZE=0
SFACE: (TRK,(500,100),RLSE)

Sep 2: Decompress tle XDCXMIT Library

DBCOLE.XDCZ18.INSTALL.XDCXMIT.TERSED isa conpresseadopyofzZ/XDC's "preinstallation"library naned
DBCOLE.XDCZ18.INSTALL.XDCXMIT. To deconpress this libraryyouwill needto runtheJCL shavn in Figure
4 onpage4. A copyof this CL is available inthedistributionpadkage's produd folder, in a file named$untese.jcl

/ISUNTERSE JOB (CSW,UPS),'540-456-8536',CLASS=A,MSGCLASS=A,
11 MSGLEVEL=(1,1),NOTIFY=R9999,TIME=1439

11*

//***************************************************************

//* *

/I* This JCL can be used to decompress z/XDC's XDCXMIT library. *

//* *

//***************************************************************

/I* First, insure that the output library is purged. *
//***************************************************************

11*

/IRESET EXEC PGM=IEFBR14

/IXDCXMIT DD DSN=DBCOLE.XDCZ18.INSTALL.XDCXMIT,
11 UNIT=DISK,SPACE=(TRK,0),DISP=(MOD,DELETE)
11*

11*

11*

//***************************************************************

/I* Now, build the z/XDC pre-installation library. *
//***************************************************************

11*

/IUNTERSE EXEC PGM=TRSMAIN,PARM=UNPACK,REGION=0M

/ISYSPRINT DD SYSOUT=*

/IINFILE DD DSN=DBCOLE.XDCZ18.INSTALL.XDCXMIT.TERSED,DISP=SHR
/IOUTFILE DD DSN=DBCOLE.XDCZ18.INSTALL.XDCXMIT,

1 UNIT=SYSALLDA,DISP=(,CATLG),
1 SPACE=(TRK,(1400,500,5),RLSE),
1 DCB=(RECFM=FB,LRECL=80,BLKSIZE=0)
Figure 4 Sample JCL for Decompressing DBCOLE.XDCZ18.INSTALL.XDCXMIT

Sep 3: Extrad the Installation Librariesfrom DBCOLE.XDCZ18.INSTALL.XDCXMIT

DBCOLE.XDCZ18.INSTALL.XDCXMIT is apartitiored chtaset o menbers ae xnit files (i.e. files createdoy
TSO's XMIT command). These members need to be processed by the TSO's RECEIVE: commandto praducethe
Z/XDC installationlibraries.Informationabou thesdibrariesis shavn in Figure 5onpage 5.
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The Pre-Instalation Library
(DBCOLE.XDCZ18.INSTALL.XDCXMIT)

This Member ... ... Produces ths Installation Library
XDCADATA DBCOLE.XDCZ18.INSTALL.XDCADATA
XDCJCL DBCOLE.XDCZ18.INSTALL.XDCJCL
XDCLOAD DBCOLE.XDCZ18.INSTALL.XDCLOAD
XDCTEXT DBCOLE.XDCZ18.INSTALL.XDCTEXT

This Installation

Library ... ... Has TheseCharacteristics

DBCOLE.---. XDCADATA  SPACE=(TRK,(1400,500,5)) DCB=(RECFM=VB,LRECL=8188)
DBCOLE.---.XDCJCL SPACE=(TRK,(20,10,5)) DCB=(RECFM=FB,LRECL=80)
DBCOLE.---.XDCLOAD SPACE=(TRK,(300,100,10)) DCB=(RECFM=U,BLKSIZE=32760)
DBCOLE.---. XDCTEXT SPACE=(TRK,(10,50,50)) DCB=(RECFM=FB,LRECL=80)

Other Members of the Pre-Instalation Library

Member Purpose
$README Contains asunmmary of the irstallationprocess
$RECEIVE Contains JCL for extracting the albove installation libraries from the pre4installation library.

Figure 5 z/XDC InstallationLibraries

To extract thénstallationibraries runthe JCLfoundinDBCOLE.XDCZ18.INSTALL.XDCXMIT($RECEIVE) . This
job uses TSOs RECEIVE: commands(not SMP/Es RECEIVE conmmand)to (re)buildthe faur indallation libraries
shown in Figure 5onpageb.

Note, the Z/XDC installation process assumes that all ZZXDC related datasets have names that start with
"DBCOLE.XDCZz18.". Youmay change themto sonethingelselater (se€ ChaoseNaring Convertions..." on page
10 for more informafon albout this); however for now, life for the bath of uswill be samewthat easier if you leave
the catasets amed & theyare.

You ae now rady to praeal with indalling ZXDC.
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INSTALLING THE EXTENDED DEBUGGING CONTROLLER

The installatiorprocess fo ZXDC usesSSMP/E. Thereareessentiallfthreephassto theinstallationprocessThe
preSMP/EPhase the SMP/E Phag, andthe pst-SMP/EPlase.

I InthepreSMP/EPhag,installationdatasetfor z/XDC arecreated These onsistof thetamet dataetsthe
DLIB datasetsandthe SMP datasetshenseles.In adlition, currert maintenage fa z/XDC hasto be
downloadel fromou web ste (www.cole®ft.com).

! Inthe SMP/E Phasg SMP/E is exeautedto RECEIVE, APPLY, and ACCEPT the basez/’XDC product into
the ZXDC target andDLIB datasetsAlso, currentmaintenance is RECEIVE'd ard APPLY'd (but na
ACCEPTU) intothezZ/XDC tarmet dataets.

! InthepostSMP/EPhag,avarietyof tasksareperfornedin orderto cqpy ZZXDC elenents fran yourtamet
libraries toyour productioribraries, toactivate z/XDG and to nake itsvariousfeaturesavailable toyour
user community.

z/XDC z1.8's Conpatibility with XDC's Prior Release (z/XDC 4..6)

In generalmultiple versionsandreleasesf ZZXDC cancoexistonthe sane system If youneedto runthisrelease
of z/XDC concurrently with aprior version or release, review the following:

! Installation Datasets: For the SMP/E Phase of the installation process you should creage new SMP/E
libraries ad newDLIB and taget z/XDCdatasets thaire seprate fron those usd ky prior versionsand
releases(See "ChaoseNaring Convertions..." on page 10.)

! Load Module Names:zZ/’XDC load modulenanes gnerallyhawe nd charged; trerefore:

! Two versionsor releaes & z/XDC libraries canoteffectively coexist inyourlinklist andLPA-list
concaenationsAccordirgly, duringatry-out" period,zZ XDC's loadmodulesneal not beinstalled
into your linklist and LPA-list. Instead,they can be invoked va //JOBUB, //STEPLUB, and
equivalent tebnigues.(See"Addng XDCPLFA" on page 18 and"Adding XDCLINK' onpag18)

I Alternaively, dl of ZZXDC's loadmodulescanberenaned. As distributed, all of ZZXDC's load
module nanes startwith the claractersXDC. You canrenaned these nodulesto any othe 3-
charactestring(suchasZ18). If youdoso,thenmultiple lewels ofz/ XDC canexist inyour linklist
and LPA-list libraries; howewer, user prgrans thatlocate zZXDC by name may haw to be
reassermled. Se= "Renaming z/XDC' on page 51 for more irformation.

I zZ/XDC's Senvice ard Hook SVCs: zZZXDC internally installsandmanagestwo SVC routinesandse\eral
systemintercepts. It does thisin swch away thatanytwo or more versions andrelease ofthe S/Cs can
autoratically coexist ard not interfele with each other (regardlessof whetheror not XDC hasbeen

5Now don't panic! | myself aman SMP-phobe from way back! | feel your pain [:)]. Trustme, I've put alot of effort into making this as
painless a process a®gsible.If you dorit like SMP, if you dorit know SMP, if you dorit want to know SMP, thenthis is he installaton
process foyou. It is sef contained, an it works verywell. Jug use he installaton jobs ad process thial've supplied, andyou wont have to
go anywhere near your systeés SV P libraries. In fact, you will have aneasie time thenthe &periencedSysprog who is prokably going to
insist on remangling this stuff into something that works "the right way". (Oh well.)
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renaned).See"Installing zXDC's Sevice ard Hook SVCson page 39 for more irformation.

I Clists and ISPF Elements:Figure 10onpag 23 shavsthe dd ard nrewnanes d thevariouselenents @
z/XDC relating to ISPF.As you can seg the namesof same of these elemeris have changed while others
hawe nd. Thoseelenents vhosenanes tave changdcan,of caurse,coexistwith their dder cainterpats.
Those elerants vhosenanes fave nd chamed are backwards caonpatible with the dder versionsand
release®f ZZXDC. Accordingly, wheninstallingthenewzZ’XDC, you canreplacethe dd clistsandISPF
elemerts with the new ones In fact you should perform these replacenens becausethe older elenens are
not always forwad campaible with thenewerz/XDC.

I TheCrossDomain Facility (CDF): CDF canbeexecued sinultaneasly with other cqpies ¢ CDF from
prior versionsandreleasesf zZXDC, even when the prior CDFs usingaz/XDC that has rot been renaned.
In adlition, multiple copiesof CDF from the sane releas canbeexecued just sdong asthey areusing
zZ/XDC's haring different rames.(See"Remaming z/XDC" on page 51 for more irformation) Each CDF,

howewer, must ke assigedto aunique VTAM nodecontairing a uniquely narmed ®t of APPLID's. See
"Installing z/XDC's Cross Dbman Facility (CDF)" on page 46 for more irformation.

Installation Summary

The fdlowing is a sunmary of the required and opiond stepsfor installing ZXDC.

Pre-SMP/E Phase
1.) Choosea naming corventionfor ZZXDC's ddasets(page 10)

2.) Downloadfrom our web ste (www.cole®ft.cam) currert maintenaee fa zZXDC. (page 11)

3.) Upload fran your harddrive toyour mainfrane themaintenace thd you downloadel. (page 12)

4.) DBCOLE.XDCZ18.INSTALL.XDCJCL contains four jobs: SMPCS|, SMPDDDEFSMPBASEand SMPMAINT
Edit thesgobsto meet lo@l jobcard datasenharing, and otherrequirenents.(page 12)

5.) RunthesmpPcsijob (fromDBCOLE.XDCZ18.INSTALL.XDCJCL) to crege aCS| daabaseard other SMP
dataset$or zZXDC. (pag 13)

6.) RunthesMPDDDEFROb (from DBCOLE.XDCZ18.INSTALL.XDCJCL) to aeate DDDEFsin zZZXDC's CSI
databas forz/XDC's taget andDLIB datasets(page 13)

SMP/E Phase:

1.) RunthesmMPBASHoOD (from DBCOLE.XDCZ18.INSTALL. XDCJCL) to RECEIVE, APPLY, and ACCEPT
the ZXDC baseproduct intothe ZXDC target andDLIB datasets(page 15)

2.) Runthe sSMPMAINTjob (from DBCOLE.XDCZ18.INSTALL.XDCJCL) to RECEIVE and APPLY current
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maintenace. This stepis REQUIRED! z/XDC will r efuseto came up until maintenancehas been
APPLY'd! (pag 15

Post-SMP/E Phase:
1.) The ZXDC target librariescannow becopiedto or cancatenged tovarioussystemlibraries.(page 16)

2) Youmay have  re-IPL your sydem, passibly with aCLPA (althoughare-IPL usudly is avddable). (page
26)

3.) Licensing Run z/XDC from a TSO sasion.The first time you do this, ZZXDC autonatically invokes a
"LicenseDefinition" panel.You must fill in therequiredinformationin order toactivate ZXDC for your

system (page 27)

4.) If yoursiteusesasecuritysystem(RACF, CA-ACF2,or CA-Top Secret)thenrulesmust ke ddinedin tha
systemto pernit selecteduses torunz/XDC in variousauthoriz2d nodes.(pag 30)

5.) An"XDCINIT" jobneedgobe ftupto runatsystemlPL timeto dynarically installacouge of SVCsthat
zZ/XDC nedsfor performing certain of itsfunctions.z’XDC's SVCsmus bedynamically reingall edat every

IPL. (page 39)

6.) Paforman Indallation Verification Test to verify that the installationof z/XDC to thispaint is correct. (page
42)

7.) Install tre neessaryPROCs, VTAM definitions, andsystemconmands to enableuseof ZXDC's Qoss
Domain Facility ("CDF") for debwgging badkgroundjobs andsystemtaslis. (page 46)

8.) The InstallationVerification Test slould now berepeated sing CDF to verify thatthe fadlity is installed
correctly (page 49)

9) If youwart thisrelease of ZZXDC to coexist with prior versions or releases, thenthe mog flexible way to
acconplishthat wouldbe tochange ZXDC's nane tosorne otler 3charactenane (Z18for example). (page
51)

10) SetuptleDBCOLE.XDCZz18.XDCADATAbraryasa ddault MAPLIB’ libraryfor all ZXDC users(page 54)

11.) zZ/XDC hasalarge numberof userandinstallationsettableprofile options.You needto review the \arious
default settings, make any changesyou deem gppropriate, and save the charged settings asa new defaut
profile for othe ZZXDC usersonyour system (page 55)

12) zZ/XDC supportsaninstallation exit ("seaurity interface replacement™) and several use exits. The user exits
are "front/back end, "initialization", "termination”, "resunption", "userSVC", "user canmunicatiors
interface", and "use defined commands'. Evertually, use's may wart to code one or more of these exit

routines.Existing exitswill have tobe reasserhled. (pag 60)

‘A MAPLIB library is alibrary that contains ADATA files created by an assembler and from which z/XDC's MAP and DMAP
commands canbuild Source Image Maps for use in ®urce Levd Debuyging.

-9-



zZ/IXDC® 1.8 INSTALLATION GUIDE
(Installin g the Extended Debugging Contr oller)

13) TheXDCJIER library contains aninterface to z/XDC for debugging locd modsto JES. You may wart to
install thisinterface.(pag 62)

Expandeddiscissionsof theabove oulined installationstepsfollow.

Pre-SMP/E Installation Phase

The installaiton process for zZZXDC has been designed to use its own private target, DLIB, and SMP datasets,
including its own private GSI ("Consolidded ®ftware Inventory', aVSAM database for SMP/EJhereare seeral
reasongor this:

! The ZXDC produwt hasho installation time dgendenciesonthe rel@ase ad maintenace levels of other
prodicts orof z/OS itself. (z/XDCruns on alsupprted \ersions of z/@.) Acordingdy, there isnoneedor
it to be installed in the sametarget or DLIB zone as any other product or system.

! The SMP/Ezore, optionsand tilities definitions thatwork beg for ZZXDC's installatiom processmay nat
be ompatiblewith the definitionsfoundwithin exsting CS| datalases fo ZOS or otherprodicts.

I The ZXDC distributioncortains several hundred macrosandotherelenents,and Cole Sdtware cannd
guaranteghatthe rames d theseelenents ae uriqueanongall produds.

! The private 3P datasets i@ snall andpose o significantimpact @ainst freedisk spae.

! Theuseof private SMP datasets permits auniform and smplified installation processfor dl our cusomers
and, therefae, simplifies our taskof providing asautonated a ingallation and maintenage gocessas
possilbe.

I Thecreationof the SMPdatasetandthebasicinstallationof thez/XDC prodict canbedonewith just four
standardobs reqiring only minimal cusomizationfor local ne@s.This pamits eventhose programmers
having little or no understanding of SMP/E to install ZZXDC successfully.

I Useof private SMP datasds makesit possble for individud usergroups (where appropriate) to install thar
own private copiesof the ZZXDC product and not have to involve unnecessarily a centralized Systems
Programming staff (except for certain eemerts of the Pog-SMP/E Indall ation Phasé).

I If sewere poblens ocur during the SMP/E Phase the curent ingallation pocesscanbe d@andnedand
restartedsimply by rerumingthe faur indallation jobs (viich will automatically deleteandrealloate the
SMP, DLIB, and target datasets).

Sep 1: ChooseNaming Conventions for zZXDC's Target, DLIB, and SMP Datasets

The datasetanes forzZXDC's SMP libraries ard for ZXDC's taget andDLIB datasetsll should irtludeyour
favorite hi-level qualifier, the product name ("XDC"), and zZ/XDC's currert relesse("'z18"). This will allow you to
install separatereleaesof XD C into separatelibraries, whichis us€ul if youwantto "try out" anew releasebefore
committing to it. In thisGuide, | will use"DBCOLE.XDCZz18." as tle naning corventionfor thez/’XDC datasets.
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If youplanto adl ZXDC's loadlibrariesto yoursystenis linklist andLPA-list corcatenatios (se€ Addng ZXDC's
Target Libraries to Your Systertion page 16), then you shoud considerthe pos am cans d choosing a hi-level
qualifierthat ca@alogs toyour systens MasterCatala. Consideations:

! If the zKDC datasetsare catalged in the Master Gitalog then the wolser rames d the
DBCOLE.XDCZ18.XDCLINK andDBCOLE.XDCz18 XDCPLPA librariesdo not have tobe pecifiedin the
LINKLIST, LPA-list, ard APFsectionsf theactive PROGxxmember of SYS1.PARMLIB.

I Advantage: The daaséds can be moved without requiring that SYs1.PARMLIB beupdded.
I Disadvantage: Because of issues that occur when upgrading from one release of Z/OS to another,
it is preferablethat theMasterCatala hawe asfew entries a pasible.

Sep 2: Downloading Maintenance from our Web Site

Maintenancefor relea® z1.8 oz/XDC isdistributed in acumulatve mainenacefile. Every digtibution of z/XDC
maintenace alvays cotainsall applicable mintenage that hadeen writterfrom thetime thatz1.8was releaed
until the time thathe maintenawe filewascreatedThereforewheneweryouobtainanewmaintenagefile, youcan
always disard any olde files that you may hawe previously oktained,regardlessof whetheror not you eer gt
arourd to APPLY'ing theolderfiles.

ZIXDC maintenage isprovidedin SMP/Eformat andin most caes iSAPPLY'd toZZXDC usingtheSMPMAINT
job. See "Sep2: Run thesMPMAINTJOB' on page 15 for details.

Z/XDC mainterarceis distributed fromour Intemet webste. Sart a www.cole®ft.com, and navigate agollows:

I Fromou hame paye, click onSupport, then dick onMaintenance This will take youto ou maintenae
pac.

I Readcarefullyand completelytheentiretyof the maintenae pag. This is viherelast mnutemaintenae
instructions and processng information is published This is the only place where this information is
publisted.

I Click onthe"Contents ad Dates button and readthe irformation therein.This is whereinstructiors
spedfic to the particular mainterarce file are published This is the only place where this information is
publisted.

I Finally, slect theappopriatefile download tutton,andclick onit in the mannerinstructedon the page.

The file namedz18naint.eébc will then be downloadedto your harddrive.

So,right naw, please g toourweb siteanddownloadcurrentmaintenace.

HRINY
PLEASE DO NOT CONTINUE THE zZXDC INSTALLATION PROCESSUNTIL THE

MAINTENANCE H AS BEEN DOWNLO ADED
i

Otherwise, you will just have to repeat many of the installation steps later.

If you needany assistace whatsoeer with downloading the maintenance, then pleasefeel freeto call us
immediately On theothe hard, pleasedo not try to use,test,or in any way run z/XDC without its maintenance
applied Doingsowill just leadto unneessaryechsupprtcalls tha donothing more than waste loth yourtime ard
mine.
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Step 3: Upload the Maintenanceto Your Mainframe

Once you have downloaded the current z18naint.ebc mainterance file from our web ste, you will then needto
uploadit to yourmainfrane. The file isencoed inamixture of mainframe BBCDIC andbinary Therefae,it neec
to beuploadedto the mainfrane asabinary file.

Upload z18naint.ebc to a segentialdatasenanmed DBCOIE.XDCZ18.XDCMAINT (dependng upon he z/XDC
dataset naming conventions that you have chosen). The DCB attributes of that dataset neel to be RECFM=FB
LRECL=80, andBLKSIZE=n*80 (eg.BLKSIZE=27920 ).

The upload procedure differs depending upon the particular workstation sdtware in use onyour PC, soyou will
havetorefer toyour workstation documertationfor spedfic information. Thefoll owing requiremerntsneedto be met

! The uplad pocedue nmust not attemt to performanyASClI-to-EBCDIC translation!So, depenidg upon
the mrticular FC workstationprogamthatyou use,you will have tospecifyore ofthe fdlowing for the
trarsfer.

! TRANSLATION OFF

! CONVERSION OFF

I TRANSFARENCY ON
! BINARY TRANSFER

! The uplad poceduwe nust rot attenpt to renoved (R/LF's ("carriag returs" ard "linefeeds") fran
z18naint.ebc. Gererally, CR/LF'sexistonly for ASCII-encoakdtext files,whichz18naint.ébcis not. Same
workstation programs may refer to the CR/LF's as"line ends'.

Now thatyouVve upoadedthe maintenage toyour mainfrane, youre reag to continte with the installation
processDont apgdy themaintenace yet thaigh, thats still afew stepsdown theroad

Sep 4: Edit the DBCOLE.XDCZ18.INSTALL.XDCJCL Jobs According to Local Requirements

"The zZ/XDC Product Distribution Packagé on page 1 exdained how to load the
DBCOLE.XDCZ18.INSTALL.XDCJCL library to your mainfrane from the Distribution Package. The
DBCOLE.XDCZ18.INSTALL.XDCJCL library cortains far jobs thashoud be used foinstallingz/XDC onto your
system Thesgobsare:

I SMPCSI creates SMP datasets (induding a CSl) for zZZXDC's private use. If one or more of the datasds
alreadyexist, thentheyaredeletedandrecreatedsmpPcsi alsoinitializesthe CSl with apropriatezone
definitions, optiorns ard uility entriesandDDDEFsfor the dher MP datasets ieated.

! sMpDDDERdds DDDEFstothe CSlfor zZZXDC'stargetandDL B datasetslt alsocreategor recrates) the
taiget andDLIB datasetshenseles.

I SMPBASERECEIVE's, APPLY's, and ACCEPT's the Z/XD C bas product.

I SMPMAINTfirst RESTORE's ard REJECTS old maintenance from the zZ/XDC target libraries.It then
RECEIVE's ard APPLY's nev maintenage tothe taget libraries.This job shald be ugd whenewer you
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ned to aply maintenarce o z/XDC.

You may want toprint listings ofthe faur jobs forreview. Thejobseach contain helpful conmentarythatyou
shoud read In particular the canmentarieglescribahespecificeditingchanges thayouwill have tomakein order
to custorrize thejobsto meet yourlocal requirenents.

Sep 5: Run smMpcsito Create SMP Datasets for z/XDC

sMpPcsicreatesSMPdatasetgincluding aCS datalase) fo zZXDC's private ug. (Figure 6onpage 13 shavsthe
datasetxreated. If one or more of the datasetalreadyexist, thenthey aredeletedandrecreatedsmpPcsi also
initializes theCS| datalase with appramate zane definitionspptions andfility entriesandDDDEFsfor the dher
SMPdatasetsreated.

DSNAME Type Comment

DBCOLE.XDCZ18.CSI VSAM SMP/Es "Cmsolidded Sftware Inventory' datalase.

DBCOLE.XDCZ18.SMPLOG Sequentidl SMP/E's ativity log.

DBCOLE.XDCZ18.SMPMTS Partitioned Tenporary targetlevel maao library.

DBCOLE.XDCZ18.SMPPTS Pattitioned Tenporary sysnmod storage libraty.

DBCOLE.XDCZ18.SMPScCDS Partitional Tenporarybadkup storag libraryfor target 2zneentries
changed by JCLIN daa during APPLY processing.

DBCOLE.XDCZ18.SMPSTS Pattitioned Tenporary targetlevel source module library.

Figure 6 The SMP/EDatasets @atedby thesmpcsiJob

Note thatif you have previoudy started the z/XDC installation processand you now wish to abandon that work
andstart ower, you cando so sinply by reruming thissmpcsijob andthe SMPDDDEFob (eebelow). Thes two
jobswill delete ad redlocate & of zZ/XDC's taget, DLIB, andSMP datagts.

Readthe commentarywithin the sanple sSMPcsijob for nore irformation @out required editing changes awl
expeted canpletioncodes

Sep 6: Run sSMPDDDERO Creae ZZXDC Target and DLIB Datasets

SMPDDDERdJd DDDEFsto the CSl datalase fo ZZXDC's taget andDLIB datasetslt alsocreateshe taget and
DLIB datasetshenselwes.(Figure 7onpag 14 shavsthe chtasets ieated) If one ormore d the datasetsilready
exist,thentheyaredeletedandrecreated.

Thisjobshoud beexecutedafter thesmpPcsijob.Read tle canmentarywithin the sanple SMPDDDE fob for more
informationabou requred edting changes anl expectedconpletioncodes
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DSNAME Level Comment

DBCOLE.XDCZ18.XDCDLIB.XDCDLINK DLIB All z/XDC loadmodules

DBCOLE.XDCZ18.XDCDLIB.XDCDTEXT DLIB All other ZXDC elenents (®lectedsource macros,
panelstables parmfiles, etc.)

DBCOLE.XDCZ18.XDCADATA DLIB ADATA filesincluding source image information for a
large number d IBM systemcortrol blocks.

DBCOLE.XDCZ18.XDCLINK Target z/XDC load modulesfor installationinto alinklist
library.

DBCOLE.XDCZ18.XDCPLPA Target z/XDC loadmodules r ins@llation into the PLRA.

DBCOLE.XDCZ18.XDCCMDS Target z/XDC command scripts for end-user use via z/XDC's
READ conmand.

DBCOLE.XDCZ18.XDCCDF Target A paraneter file, VTAMLST datg and a saple PROC

for running ZZXDC's CrossDomain Fadlity.

DBCOLE.XDCZ18.XDCMLIB Target ISPFmessag nodules

DBCOLE.XDCZ18.XDCPLIB Tamget ISPFparels.

DBCOLE.XDCZ18.XDCTLIB Target ISPFtablemodules

DBCOLE.XDCZ18.XDCCLIST Tamget Clistsusedfor ruming ZXDC unde ISPFE

DBCOLE.XDCZ18.XDCSAMP Target Sanple ACR2 seurity definitions. Sanple terninal
LOGMODE tables

DBCOLE.XDCZ18.XDCJES2 Target Souce cale,an ypdatefile, and misc. JCL for installing

a dédugging interfaceinto JES2

DBCOLE.XDCZ18.XDCASM Target SelectedZXDC sanple sarcemodules

DBCOLE.XDCZ18.XDCMACS Target Asenbler maaos neededfor asembling the modulesin
XDCASM.

DBCOLE.XDCZ18.XDCJCL Target Sanple jobs forasserling thedistributedsouce
modulesandfor relinkeditingthedistributedload
modules

DBCOLE.XDCZ18.XDCOBJ n/a  An object file libraryfor usewhen manuallyasserhling

the sample saurce modulesin
DBCOLE.XDCZ18.XDCASM

Note DLIB libraries wll never hare ZXDC maintenage aplied. Only tamget le\el librarieswill be
updded by ZZXDC maintenace.

Figure 7 The Tamget andDLIB Datats Geatedby thesMPDDDEROb

SMP/E Installation Phase

This phasef ZZXDC's installation proceduneses SMP/E to com/XDC elenents iio 13tamet librariesand3
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DLIB libraries (Eigure 7onpage 14). It also aplies al current mainenanceto z/XDC.

Sep 1: Run the sMPBASEIob

ThesmpPBASHob RECEIVE's thezZ/XDC baseproduct ino SVIP/E, APPLY's it tozZ/XDC's taget libraries,and
ACCEPTS it into theDLIB libraries.

The sMPBASHob canbe eecuteddirectly afterrunning the SMPDDDEFjob. Read theconmentarywithin the
sanple sSMPBASEob for nore irformationabou reqgured edting chages anl expectedconpletioncodes

In particular please ote that duing the APPLY step,seeral warningmessags wil beissuedoy SMPE. They
are 'GIM44402W SRCxxxxx WAS NOT ASSEMBLED ... ". Thesemessags ca be ignored Theyarefor sewral
sourcemodulesthatare dstributedonly assanples.

Sep 2: Run the SMPMAINTJob

APPLY'ing curr entmaintenanceis aREQUIRED step. z/XDC will r efuse to comeup until maintenancehas
beenAPPLY'd!

The SMPMAINT job mus be exeauted to gpply mainterarnce to zZXDC whenever you install zZ/XDC and again
whenever you obtain a new maintenance file (z18maint.elkxr). This @n ke oldainedonly via adownloadfrom our
Internet welsite (vwww.coleoft.cam). SeeSep2: Downloading Maintenance fromour WebSte onpage 11 for more
information.

If youhawe accunulatedmorethanonez18naint.ebc maintenage file, alwag applyonly thefile having thelatest
date All older filescan be discardedhis isbecase z/XDCmaintenage isalways cunulative: Every maintenaxe
file always catainsall themaintenaxe recessaryo bringz/XDC all the way fromits dstributionlevel uptothe
level that wascurrent at the time that we built tha file. In other words every mainterancefile always includesall
of themaintenace peviously includedin all olderfiles.

If youve oliaineda maintenage file,thenyoushoud alrealy have ugoadedit to yourmainframe (ep3: Upload
Additional Maintenane to Your Mainframeonpage 12). So now wpu rrust run thesMPMAINTjob at thigime inorder
to apply tha maintenarce b z/XDC.

ThesmMPMAINTjob first uss SMP/Eto RESTORE end REJECT all maintenaie (induding initial maintenae)
that may have been previously APPLY'd. (SMP/E does this, of course, by copying product elements from the DLIB
datasetsto appropriate target level datasets. Thisiswhy itisimportant that z/ZX DC maintenance never be ACCEPT'd
into the DLIB datasets) sMPMAINTthen RECEIVE's ard APRY's thenew maintenace oto the taget leel
datasets.

During initial produd installation the SMPMAINTjob must be executed directly after running the SMPBASEjob.

8DLIB" is shortfor "distribution library", but that ame does not acaatel indicate what a DLIB library really is. These dgs,"DLIB
libraries" are a seof libraries ued by SMP/E as kackups for target libraries (also soratimes callel "TLIBs"). If bad programelements are
instdled onto target libraries, then theoretially they can be renpvedby copying corresponding elenents from the DLIBs back to the taget
libraries. (This copying would be done by SMP/E's "RESTORE" command.)
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During sulsequat maintenace pocessig, SMPMAINTcanbeexecued ly itself withoutthe dher tiree jobs.

Readtheconmentarywithin the sanple sSMPMAINTjob for more information about requiredditingchangs awl
expeted canpletioncodes

Do notattemptto peform APPLY CHECK!

Normally, APPLY CHECK would beasensiblghingto dowhen APPLY'ing maintenake,andin themore typical
casewhere praluctsfollow anincrenental fhilosophy for their maintenase,this wouldwork just fine.Butit is not
ever eypectedto work for our zZ/XDC product, and it shauld never beattenpted.

Thisis beaus z/XDC maintenarce iscumulatve, notincremental. Thismearstha each mintenarce file tha we
dewelopcontairs allmaintenace fa theprodict, not ust new maintenae. Corsequatly, before gplying anew
maintenage file, all dd maintenace nust firstbe ranoved.

Soit followsthatthemaintenacefiles thatwe createarestructuredo APPLY succesllly toa canpletelyvirgin,
basecopy of the podud. They will not APPLY succeslly to a cqy of the poduct that alreag hasolde
maintenace amplied. Conseaently, therequired SMP/E commard sequence mug bea RESTORE followed by a
REJECT followed by aRECHEIVE followed by anAPPLY. (This iswha thesMPMAINTjob does)

If youtried torunan APPLY CHECK, it would checkagninst acopy of the product for whicRESTORE has rot
yet bea done.In aher words, the APALY CHECK would be done ajainst alevel of the godud for which the
maintenace was rot written. Consequatly, it would always® fail. Bottom line:

I APPLY CHECK isnat ever expeded to be successful. Don't eventry it.
I APPLY REDO is newer expeded to be siccessful. Don't eventry it.
t  ACCEPT MUST NEVER BE DONE!

Post-SMP/E Installation Phase

Somuchfor the easypart! There stillremains gveral task thatneedto be performed inorder toconplete tre
z/XDC installationprocess

Step 1: Adding ZXDC's Target Libraries to Your System

z/XDC's varioustarget librariesare slownin Figure 7on pag 14. Of thesg thefollowing need to be "added' to
your systemlibraries:XDCLINK, XDCPLPA, XDCMLI B, XDCPLIB, XDCTLIB, XDCCLIST, a XDCCMDS.
By "added | meanthatthesdibrariesneedto beeithercopiedinto or cancatenged toyour correspading system
libraries.The choie dgend upnyourlocal installationstandard.

z/XDC's loadmodulesarecontaired intheDBCOLE.XDCZ18.XDCLINKandDBCOLE.XDCZz18.XDCPLPAibraries.

°Actudly, APPLY CHECK coud succeed prior to the vey first time you APPLY maintenance, but after that, i will always fil.
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system More speific informationfollows.

Authorization

Module SystemLib rary Neeced? Function

XDC an LPA-list library No Is theExterdedDehugging Controller. Must residen 24-
bit storage.

XDC31 an LPA-list library No Is theportion of Z/XDC that can resic in31-bit storaye.

XDCTFS a linkist library Yes Provides RullscreenSupport and Cross Domain Facilities
(CDF) for ZZXDC.

XDCSYSIF alinklist library No Contains the originating code from which z/XDC's
various SVC routines ard systemintercepts are built.

XDCCALL a linkist library No Is usel todebug prograns urder TSOor in thebatch

XDCCALLA alinKlistlibrary Yes Isusedto dehug authorized programs under TSOor in
the atch.This is actally analias forXDCCALL.

XDCCMD alinklistlibrary No Isusedto debug commandsunder TSO. This is actudly
an dias for XDCCALL.

XDCCMDA alinKlistlibrary Yes Isusedto dehug authorized commards under TSO. This
is actwally analias forXDCCALL.

XDCXITS a linklist library No A sanple wser ext modulethat inplements a'LIST
TIOT" command.(See RCXUCMD andSRCXITSR.)

XDCXRIN a linklist library No REXX interfacesupport rautines.

XDCXRIU a linklist library No REXX interfacesupport raitines.

XDCHELPM a linklist library No Cortains franes forzZZXDC's Online HELP command.

XDCMAPS a linkist library No Cortains ZOS cortrol block mapsfor use bythe
"DMAP" command.

XDCSYMED alinklist library No Is an object deck SYM table editor.

XDCLCNSE a linklist library No Contains licensecontroldata.

XDCIVP none No Isan"Ingallation Verificaion Program".

XDCONLHG none No Is asanple pogramthatillustrates low to write a"User
Communicaions Interface' exit for ZXDC.

Figure 8 z/XDC's LoadModulesandTheir AppropriateTarget SystemLibraries

The following discussions make several references to adding information to various memlers of your system's
SYS1.PARMLIB library. ltisassunedthatyouhawesufiicient knowedge ofthis librarytoundestandhe dscussion
If nat, then pdease réer toIBM's Initializ ation and Tuning Referencemarud? for more information, or consult
with your systens pragrammer, as agropriate.

192/0S: SA22-7592 0OSB90:SC2841752 MVS/ESA: GC28-1635
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Addng XDCPLMA

DBCOLE.XDCz18.XDCPLPAcortains lad nodulesXDC andXDC31."XDC" is ZZXDC's primary load nodule.
It must regde in24-bit storage. "XDC31" contadns that partof ZZXDC that can resia in 31-bit storage.

These mdulesneed to be placed into the systems ALPA. You cando so éther by copying the modulesto an
existing PLPA library or by adlingDBCOLE.XDCZ18.XDCPLP/s dsameto the LPA library list

If youalreadyhawe aprior rdease ©z/XDC installedin your PLFA, andif youneedto ingall thisnewreleasdor
a "try-out" periodwithout digurbingtheolder release, theroy will hawe torenane z/XDCbefore yucando so.
See"Step9: Reraming zZXDC" (page 9) for details.

The XDC and XOC31 lcad nodules wil have to be riestalled into the PLPA every time you apply 2XDC
maintenace totheDBCOLE.XDCZz18.XDCPLPAlibrary.

If youaddtheDBCOLE.XDCz18.XDCPLPAlibrary to the LPA-list, then:
I Make sue that DBCOLE.XDCZ18.XDCPLP/s dsmanme iscatalogd inyour Master Céalog. (See "Choose
Namng Converions..." onpage 10.)
! Add DBCOLE.XDCz18.XDCPLPA's dsmame to the LPA section of the actie PROGxx memnber d
SYS1.PARMLIB.

You canusethe ETPRAG Opeaator canmandto activate themodulesimmediately Theconmmandsare:
SETPROG LPA,ADD,MOD=(XDC,XDC31),DSN=dsname
DISPLAY PROG,LPA,MOD=XDC
DISPLAY PROG,LPA,MOD=XDC31

Thesecommands cause the XDC and XDC31 load modules to be loaded into common storage, making them
immediatelyawailable fa use.Then tkeir locaionsare dsplayed.

Adding XDCLINK

DBCOLE.XDCZ18.XDCLINK cortains tlosez/XDC load modues that shouldbe aldedto the sywtents linklist
libraries.Youmay eithercopythemto an eisting linklist library oraddtheDBCOLE.XDCZz18.XDCLINK library to
yourlinklist corcatenationAlternatively, you mayleaveDBCOLE.XDCZz18.XDCLINKouU ofthe linKist entirelyand
therefore, reguire uses toacces he z/XDC modules via /JOBLIB or //[STEPLIB.

If youalreadyhawe a prior releaseof zZ/XDC installedin your linklist, ard if you needto ingall thisnewrelease
for a "try-out" period withotidisturbingtheolderreleasethenyou will have torenane ZXDC beforeyou cando
s0.See"Step9: Reraming zZXDC" (page 9) for details.

If youcopytheDBCOLE.XDCZz18.XDCLINKmodulesinto an existing linklist library:

! The taget linKist library neals tobeauthorizd.

I After copying thez/XDC loadmodules performan"LLA REFRESH' to make themusdle (asurning the
targetlinklistlibrary did not expard into extra exterts).

! The copying process may have caused your target linklist library to expand into extra exterts. If this
occurred, then youwill hawe toeither re-IPL or us the SETPROG operator conmand torekuild thelinklist
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Thefollowing ommands should work:
SETPROG LNKLST,DEFINE,NAME=TEMP,COPYFROM=CURRENT,NOCHECK
SETPROG LNKLST,ACTIVATE,NAME=TEMP
DISPLAY PROG,LNKLST,NAME=CURRENT

This copyng process vill have to be regeatedevery time you apply ZXDC maintenance to the
DBCOLE.XDCZ18.XDCLINK library.

If youaddtheDBCOLE.XDCZz18.XDCLINK library to the linKist corcatenation

Add DBCOLE.XDCz18.XDCLINKS dsmanme tothe LNKLST sectionof the active PROGxx member d
SYS1.PARMLIB.

Eithe make sure that DBCOLE.XDCZ18.XDCLINKS dsm@ane is catalogedin your Master Gitalog (See
"ChooseNarning Convertions..." onpage 10), or make sure thatDBCOLE.XDCZ18.XDCLINKS VOl ser name
is exdicitly staed intheenty tha you add for DBCOLE.XDCZ18.XDCLINKin the LNKLST sectionof the
active PROGxxmermber of SYS1.PARMLIB.

TheDBCOLE.XDCZz18.XDCLINKIibrary must be nadeauthorizd ty yourchoiceof thefollowing methods
I Spedfy LNKAUTH=LNKLST in theactive IEASYSxx membe of SYS1.PARMLIB.
! Add DBCOLE.XDCZ18.XDCLINKS dsrame ard locationto the APF sectionof the active PROGxx
menbe of SYS1.PARMLIB.

Use the "ETPRGs APF---" and "SETPROG LNKLST,--" commands to auhorize the
DBCOLE.XDCZz18.XDCLINK library andactivate thdinklist chamges.Exanples:
SETPROG APF,ADD,DSN=DBCOLE.XDCZ18.XDCLINK,VOL=vvvvvv
SETPROG LNKLST,DEFINE,NAME=TEMP,COPYFROM=CURRENT,NOCHECK
SETPROG LNKLST,ADD,NAME=TEMP,DSN=DBCOLE.XDCZ18.XDCLINK,ATTOP,VOL=vvvvvv
SETPROG LNKLST,ACTIVATE,NAME=TEMP
DISPLAY PROG,LNKLST,NAME=CURRENT

These comnandsare acunentedin IBM's zZ/0S: MVS System Commands™.

If you elect toleave theDBCOLE.XDCZ18.XDCLINK library ard modules out of the linklist ertirely:

TheDBCOLE.XDCZz18.XDCLINKIlibrary mug bemade authorizedby adlingDBCOLE.XDCZ18.XDCLINKS
dsnane ard location(volser)to theAPFsectionof theactive PROGxxmenber of SYS1.PARMLIB. Youwill
hawe toissuea "SETPROG APF,---" command to actiate theauthorizationimmediatelywithoutrequiring
an PL.

Usaswill haveto use//JOBLIB or //STEPLIB (or equivalerts) in orderto usez/ XDC. But beaware thatif
you wart to usezZ/XDC authorzed thenthe //JOBIB or //STEPLIB concaenationmust NOT include

nonauthorized libraries.(Doing so"poisors” theconcdenation,cawsingall libraries tobe treated as being
nonauthorizd.)

Also note, if you need to run z/XDC authorized under ISPF, then you will NOT be able to use ISPF's
LIBDEFfacility toaccessheDBCOLE.XDCZ18.XDCLINKandDBCOLE.XDCz18.XDCPLPAibraries This
is be@usel|BDEF doesnot suppat auttorized libraries.

17/0S: SA22-7627. OSB90:GC28-1781
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XDCCALLA and XDCCMDA: Addtional Corsiderations

XDCCALLA and XDCCMDA are auhorized diasesof the (nonauhorized XDCCALL load module locaed in
theDBCOLE.XDCz18.XDCLINKlibrary. XDCCALL isaTSOconmmandthatallowsauserto debugothe conmands
andprogans usirg ZZXDC. (XDCCALL establishes an intdace toz/’XDC for the conmandor program beirg
debugged) The XDCCMDA andXDCCALLA aliasnanes araéntendal for useby TSO users wowish to debug
authorizd mmmandprocessrs am ather pograns. These nams tave been geatedwith the "AC=1" attribute.

If you do not wish to permit authorized debugging, then you can create security system rules to prohibit it. See
"Defining z/XDC to Your Conputer'sSecuity Sysenmt' on page 30 for more irformation.

Ontheother hand, if youdowart to permit authorizeddebugging via XDCCALLA and XDCCMDA, thenyouwil |
hawe totell TSOto letthesetwo progans runauttorized. (Otherwise they will run non-authorizd inTSOand,
therefore betave iderically to XDCCALL and XDCCMD.) This is dme ty updatingcertainTSOtables.

To allow XDCCALLA and XDCCMDA to run authorizedin TSO, you mug add their namesto the AUTHCMD
paraneter inthe ative IKITSOxx menber of SYS1.PARMLIB. Thenin orde to acivate the nev AUTHCMD list,
you can eithe re-IPL or us TSOs "PARMLIB" commard to cause TSO to refreshits AUTHCMD list on the fly,
without an PL. For details, seEigure 9onpage 21. Formoreconpleteinformation,see BM's Initializ ation and
Tuning Referencemanual? the TSO/E Customization manual®* andtheRACF CommandLanguage Reference
manual*.

'%7/0S: SA22-7592 0OSB90:SC2841752 MVS/ESA: GC28-1635
137/0S: SA22-7783 0OSB90:SC281965 MVS/ESA: SC281380Q

17/0S:SC227687. 0OSB9Y0:SC281919 MVS/ESA: SC280733
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Usean alitor toaddXDCCALLA andXDCCMDA to thelist of names forthe AUTHCMD paraneter
(foundin thelkJTsOxx menbe of SYS1.PARMLIB):

AUTHCMD NAMES( ...

XDCCALLA XDCCMDA

Usethe "ARMLIB" TSO conmandto validity check andthenactivate your chan@dikJTSOxx . The
PARMLIB command can beissued éthe from TSO's "READY" prompt or from ISPF's option 6 parel.

I Tovalidity check your charge, type PARMLIB CHECK(xx)
! Toadivate your charge, type PARMLIB UPDATE(xx)
I Todisday your charge, type PARMLIB LIST(AUTHCMD)

where "xx" matcheghe las two chaacters 6the nane ofthelKiTSOxx menbe of SYS1.PARMLIB that
you updded.

If system seaurity does nat pemit you to usethe PARML IB command, thenyou neel to have a security
officer give you UPDATE authority to the "PARMLIB" resource of the "TSOAUTH" class If your security
system is RACEF, then the following commands can be issued from TSO's "READY" prompt or from ISPF's
Option 6 pand:

I Todisday theresaurce type RLIST TSOAUTH PARMLIB ALL

! Togiveauser UPDATE authority, type PERMIT PARMLIB CLASS(TSOAUTH)
ACCESS(UPDATE) ID(userid)

Figure 9 Adding XDCCALLA andXDCCMDA to IKIJTSOxx

Notethatthe alwve praedurds oneof the stps reededo pernit XDCCALLA andXDCCMDA to runauttorized
in TSO XDCCALLA alsocanrunin abatchjob (// EXEC PGU=XDCCALLA,..). In thiscase it is irrelevant
whether @ nat XDCCALLA 's nane isin IKJTSOxx 's AUTHCMD list, XDCCALLA will run authorizd inthebatch
recardlessTo cantrol this useof XDCCALLA , youwill have todefinesecuritysystemrules.See "Defining zXDC
to Your Conputer'sSecuity Sysent' on page 30 for more irformation.

Addng XDCCLIST

TheDBCOLE.XDCz18.XDCCLISTlibrary containstwo cliststhatare usedin anlSPF interfaceto ZZXDC. Theyare
named XDCCLIST andXDCLBDEF

I XDCCLIST is required It is invoked internally by z/XDC's Startup Parel to allocae daases prior to
passing cortrol to z/XDC.
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! XDCLBDEEF is optioral. It canbe usedif you wish to awid adding theDBCOLE.XDCZ18.XDCCLIST,
DBCOLE.XDCZ18.XDCMLIBDBCOLE. XDCZ18.XDCPLIB,andDBCOLE.XDCZ18.XDCTLIB librariesto your
TSO lagon PROCs.

You may installtheseclists intoyour systemin any of the fdlowing ways:
I You may copy both clists to an existing clist libraty.

I Youmay copy jus the XDCLBDEF dlistto an existing distlibrary and modify its default input parameters
(the"CLIST(dsrane)' operand) to point to the original library that contains the XDCCLIST clist

I Youmay addtheDBCOLE.XDCZz18.XDCCLISTlibrary to your existingclist library corcatenatios.

Although the XDCCLIST and XDCLBDEF dlists have been revised from one releaseto the next, they remain
conpatiblewith olderXDC'sandz/XDC's.Accordingly, if youhawanolderXDC or z/XDC installed thenyoucan
andshoud redace tle older XDCCLIST andXDCLBDEF with thesenewer versions.

If you copy the DBCOLE.XDCZ18.XDCCLIST library clists to an «isting clist library, then ke avware d the
following:

! TheDBCOLE.XDcz18.XxDccLIsTlibraryisdistributed withRECFM=FB and LRECL =80. Theclistswithin
it, however, are struturedso that theycanbecopiedto a RECFM=VB clist library without damage.

tIf your target dist library has RECFM=VB, thenyou mug uselSPF's Move/Copy Utility (option 3.3) to
performthecopy IEBCOPY camot b thene@ssaryecad format corversion.

I This copyng process \ill have to be repeatedevery time you apply ZXDC maintenacge to the
DBCOLE.XDCZ18.XDCCLISTlibrary.

If youaddtheDBCOLE.XDCz18.XDCCLISTlibrary to your clist library corcatenatios:

I Your clist libraries nust allbe RECFM=FB and LRECL=80. ZOS does ot sipport concdenationsof
libraries taving differing recad formats.

! Youmust adl aDD cardfortheDBCOLE.xDcCz18.XDCCLISTlibraryto the//SYSPROC corcatenatiorof
ewvery logon PROC for every TSO usa whom you expect to use ZZXDC. (Note, systematic use of "//
INCLUDE —--" JCL inyour LOGON procscaneasehis sortof burdencorsiderably Seez/OSMVS: JCL
References for more irformation)

1 Alternaively, if you use Igonclists (eg. "PARM=%LOGON" in the TSOlogon PROCs), you canrecode
that clistto add theDBCOLE.XDCZz18.XDCCLIST library to the //SYSPROC corcatenatios.

! It does nd matter vhere,inthe //SY$ROC corcatenationtheDBCOLE.XDCZz18.XDCCLISTlibrary occurs
(first, last,middle) excep thatwhen anolde XDC, XDC/SE, or ZXDC clist resids inthe cawcatension,
thenthis rewerlibrary neals tobeconcdenatecaheadof the dder me.

! The first library in any conctenaton either must have he largest BLKSIZE or nust spedfy DCB=

15/0S: SA22-7597. OSB90: GC28-1757.
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BLKSIZE= a walue & lage as or lamger than the library having the largest B.KSIZE. The
DBCOLE.XDCZz18.XDccCLISTlibrarys BLKSIZE is2792.

Adding XDCMLIB, XDCPLIB, and XDCTLIB

TheDBCOLE.XDCZ18.XDCMLIB DBCOLE.XDCZ18.XDCPLIB, andDBCOLE.XDCZ18.XDCTLIB librariescontain
ISPFpanelsmessags,andtablemodulesusedor interfacingz/XDC to ISPF (SeeFigure 10onpage23.) Youmay
either opy thesdibrariesto exsting ISPFlibraries,or you may addthemto your existinglibrary corcatenatios.

z1.8 z1.6

Name Name Type Purpose

TFSXDC18 TFSXDC16  Table A systemwide default prdfile for users.

TFSPROF  same Table An ISPFprdile thatcause$sSPFto passall PRkeys ard ISPF
commands through for proessng by z/XDC.

XDCZ18A XDCZ16A Parel A dynamic parel used for nearly al of zZZXDC's disgays when it
is communicatingto the wsers terninal via ISPFs dispay
senice rouines.

XDCZz18B XDCZ16B Pané A specialpurpase @nel wedin miscellaneas sitiationsby
Z/XDC's interfae tolSPFE

XDCPANEL same Panel z/XDC's Sartup Panel to be installed into ISPF so that user's
canmore easly invoke z/XDC.

XDCPHELP same Parel Online Help for ZZXDC's Startup Parel (XDCPANEL).

XDCPHLPx same Parel Various addtiond Online Help for zZZXDC's Startup Parel.

XDCMO00 same Message  Error messagesuseal by the z/XDC Sartup Parel.

XDCCLIST  same Clist Invoked irternallyby XDCPANEL to alloate déasets ad then
call XDCCALL (et.al) to start therequestd debuging sessio.

XDCLBDEF same Clist Canbeinvoked by uses todynamically allocae ZXDC's ISPF
libraries and dispgay the XDCPANEL parel.

"Thos objects whose names hawe notchange arebackwardscompatible with prior z/XDC releases.

Figure 10 Z/XDC's ISPFClists, Ranels, Tables,andMessag Modules

Alternatively, you may awid adding the DBCOLE.XDCZ18.XDCMLIB DBCOLE.XDCZ18.XDCPLIB, and
DBCOLE.XDCZz18.XDCTLIB librariesto your ISPFand other systetibrariesandinsteadusethe XDOQ_BDEF dist
to dynamicdly allocée the libraries oy when a usewans torun z/XDC.

zZ/XDC'sISPFpanelstablesandmessag nodulesfor releasezl.8 hawe been ypdatedwith respect tothoseused
by priorversionr rele@esThoseelenentsthatarenolongerconpatiblewith olderXDC's ard ZXDC's have been
renaned, while thosethat renain canpatibleretain tleir old nanmes. Accordingly, if you hawe anolde XDC or
z/XDC installed,thenyou canandshoud replacethe olderpanelstables,andmessag noduleswith thee naver
versionsbu alsoretain tloseolderelenents ot regacedby newer elenents.

If you copy DBCOLE.XDCZ18.XDCMLIB DBCOLE.XDCZ18.XDCPLIB, andDBCOLE.XDCZ18.XDCTLIB into
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existingISPFlibraries:

This copyng process il have to be regeatedevery time you apply ZXDC maintenanceto the
DBCOLE.XDCZ18.XDCMLIB DBCOLE.XDCZ18.XDCPLIB, and DBCOLE.XDCZz18.XDCTLIB libraries.

Modify aninvoking panel (such dSR@PRIM or ISRUTIL) to invoke theXDCPANEL panel.(See "Setting
Up the XOCPANEL Parel orthe XOCLBDEF Clist" belowon page 25 for details.)

If youaddtheDBCOLE. XDCZ18.XDCMLIB,DBCOLE.XDCZ18.XDCPLIB, andDBCOLE.XDCZ18.XDCTLIBlibraries
to your ISPFlibrary corcatenatios:

Youmust adl aDD cardforthez/XDC librariestothe//ISPMUB, //ISPR.1B, and//ISPTLIB concdenations
of ewery logon PROC for every TSO user whom you expec to usez/XDC. (Note, systematic uge of
"/l INCLUDE ---" JCL in your LOGON procscaneasethis sat of burden cansideraly. Seez/OS MVS:
JCL Reference® for more irformation)

Alternaively, if you use an ISPF startupclist, you can recodethat clist to add the ZXDC libraries
dynamically to the ISPFlibrary corcatenatios.

It does nd matter where,in the ISPFlibrary corcatenatios, thez/XDC libraries acur (first, last,middle)
excef thatwhenolderXDC or ZZXDC elenentsresidan theconcaenationsthenthesenewerlibraries reed
to becorcatenatecdhed d theolderones.

The first library in any conctenaton either must have thelagest BLKSIZE or nust spedfy DCB=
BLKSIZE= avalue as large asor larger than the library having the largestBLK SIZE. The z/XDC library
BLKSIZEsare all2792.

Modify aninvoking parel (sudasISR@PRIM orISRUTIL) toinvokethe XDCPANEL panel.(Ses "Setting
Up the XOCPANEL Parel orthe XOCLBDEF Clist" belowon page 25 for details.)

If youusethe XDA_BDEF dist todynanically allocdeDBCOLE.XDCZ18.XDCMLIBDBCOLE.XDCZ18.XDCPLIB,
DBCOLE.XDCZ18.XDCTLIB, and DBCOLE.XDCZ18.XDCCLIST libraries,then

Readthecommentarywithin XDCLBDEF to understanchow it works.

Change the default values of the MLIB, PLIB, TLIB, and CLIST parameters (in the XD CLBDEF clist) to
reference the adual dnanes d the DBCOLE.XDCZ18.XDCMLIB DBCOLE.XDCZ18.XDCPLIB,
DBCOLE.XDCZ18.XDCTLIB, and DBCOLE.XDCZ18.XDCCLIST libraries.

You may nullify any of the MLIB, PLIB, TLIB, and CLIST parameters by coding an asteisk ("*") for its
value.Exanple: "CLIST(*)" causs theXDCLBDEF clist nd to allocatea DBCOLE.XDCZ18XDCCLIST
library and notto isste an ALTLIB ACTIVATE commard for it.

Optionally, youmaymodify aninvoking panel (such dSR@PRIM or ISRUTIL) to invoke theXDCLBDEF
clist instea of theXDCPANEL panel.(See "SettingUp the XOCPANEL Parel orthe XDCLBDEF Clist"
belowonpag 25for details.)Alternaively, theusercansimply runtheXDCLBDEFclistfrom | SPFs ogion
6.

167/0S: SA22-7597. OSB90: GC28-1757.
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SettingUp the XOCPANEL Parel or the XOCLBDEF Clist

TheXDCPANEL panelprovidesaninterfaceallowing ISPFusersaquickandeasywayto invoke ZXDC to debug
their prograns. To make it available toyour users,you needto choosean irvoking parel (sud asISR@PRIM or
ISRUTIL) and thenmodify it asshavn in Figure 11 on page 25.

XDCPANEL canbe invoked étherdirectly("PANEL(XDCPANEL)") orindirectly ("CMD(%XDCLBDEF)"). See
"Choosing Between Using XDCPANEL Directly o Indirectly via XDCLBDEF" on page 25 for important
consicerations.

In arder toinstall XDCPANEL, seeFigure 11 on page 25 andproceedas follavs:
! Aline needs to baddedto the callingparel's )BODY sectionto slow the wser what gtion codehe reeds

to type to invoke the XDCPANEL panel."D" is sugyested.It stand for "Debuging”. "X" is not
recommendedbeausethat would conflict with ISPFs "exit" command.

)BODY

% D +XDC - Interactive Debugging with XDC

)PROC
&ZSEL = TRANS( TRUNC (&ZCMD,".")

D,'PANEL(XDCPANEL)' FEEQIIEE D,'CMD(%XDCLBDEF)

Figure1l ISPFPanel Mods forInvoking the XDCPANEL Pané

I A line rneedsto be adced to the calling parel's & SEL=TRANS.. commard to inwoke eithe the
XDCPANEL panelor theXDCLBDEF dist, dependhg uponthe casideratios dscussedelow.

ChaoosingBetweenlinstalling XDCPANEL Directly @ Indirectly viaXDCLBDEF
If youinvoke XDCPANEL diredly via "PANEL(XDCPANEL)":

! Z/XDC's DBCOIE.XDCZ18.XDCPLIB, DBCOLE.XDCZ18.XDCMLIB DBCOLE.XDCZ18.XDCTLIB, and
DBCOLE.XDCZ18.XDCCLIST libraries must fist be cqied to orconatended to you ISPPLB, ISPMLIB,
ISPTLIB, and SYSROC libraries,as dscussedbore in"Adding XDCMLIB, XDCPLIB, and XDCTLIB"
onpage 23 andin "Addng XDCCLIST' onpag 21

! Z/XDC'sDBCOLE.XDCZz18.XDCLINKandDBCOLE.XDCz18 XDCPLPAlibrariesmust firstbe opiedto or

concdenated to gur STEPLB, PLPA, andor link-libraries,as dscussedbore in"Adding XDCLINK' on
pacge 18 and"Addng XDCPLPA" on page 18.
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If you invoke XDCPANEL indirectly via "CMD(%XDCLBDEF)":

You need not py or add the DBCOLE. XDCZ18. XDCPLIB, DBCOLE.XDCZ18.XDCMLIB
DBCOLE.XDCZ18.XDCTLIB, and DBCOLE.XDCZz18.XDCCLISTlibrariesto your ISPF libraries. They wil
be d/namically allocaed by XDCLBDEF.

But you still hawe to copy the XDCLBDEF member d the DBCOLE.XDCZ18.XDCCLIST library to a
SY SPROC library.

For nonauthorizd buging, you need not add the DBCOLE.XDCZ18.XDCLINK and
DBCOLE.XDCz18.XDCPLPAlibrariesto your linklist, PLPA, or TSO STER.IB libraries.Insteadyou can
narme those libraries in XDLBDEF'S LLIB operam, andtheywill be dynanically allocaed adSPLLIB type
libraries.

However, for authorized dehugging, naming the DBCOLE. XDCZ18. XDCLINK and
DBCOLE.XDCz18.XDCPLPAlibrariesvia theLLIB operand will not work. This isbeauselSPFdoes rot
supprt auhorized libraries va its ISPLLIB facility. Conseaiently, you will STILL have to cqy or
concdenateheDBCOLE.XDCZ18.XDCLINKandDBCOLE.XDCZ18.XDCPLPAibraies ntoyour STEPLIB,
PLPA, and/or link-libraries (as discussed in "Adding XDCLINK' on page 18 and"Addng XDCPLPA" on

page 18).

Useof the XDCLBDEF dist makes iteasier tooffer multiple versionsor releaes & z/XDC to your ISPF
users.Users ca run theXDCLBDEF dist from ISPFs ogion 6.

Alternatively, you can setup two options in aninvoking ISPF pand: "D,'PANEL(XDCPANEL)™ to invoke
the old prauctionversionor releae d zZ/XDC and"DNEW,'CMD(%XDCLBDEF)" to invoke thenew
zZ/XDC releaseduringa"try-out" period.

Adding XDCCMDS

ThebBCOLE.XDCz18.XxDCCMD8$brary is apartitioneddataset containinganple streas ofzZZXDC commands
("scripts"). Endusescanusez/ XD C's "READ" commard toexeutethesesciiptsfor variouspurposes Accordingly,
when you make z/XDC available to your users, pleasealsopublicize this library sothattheywill beabe to usit.
Also, whendefining zZXDC to your securitysystem(se€e'Defining z/XDC to Your Conputer'sSecuity Sysem' on
pace 30), be sure to give your users "read' access to this library.

Sep 2: Re-IPL (Maybe)

If you have done everything "right", thenyou should not have to redPL. Please review the foll owing checklist

When you addedhebBCOLE.XDCz18.XDCPLPAibrary (orits conterts) to theLPA-list, did youalso issie

the fdlowing command?
SETPROG LPA,ADD,MOD=(XDC,XDC31),DSN=dsname

If not, then d it noworre4PL.
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If you addedthe DBCOLE.XDCZz18.XDCLINK library to the lindist, did you also issie the following

conmands?
SETPROG APF,ADD,DSN=DBCOLE.XDCZ18.XDCLINK,VOL=vvvvvv
SETPROG LNKLST,DEFINE,NAME=TEMP,COPYFROM=CURRENT,NOCHECK
SETPROG LNKLST,ADD,NAME=TEMP,DSN=DBCOLE.XDCZ18.XDCLINK,ATTOP,VOL=vvvvvV
SETPROG LNKLST,ACTIVATE,NAME=TEMP

If not, then d it noworre-PL.

If you (instead)opiedz/XDC loadmodulesinto anexistinglinklist library, did youalso issie tte following

conmands?
F LLA,REFRESH

If not, then d it now.

If copying ZXDC load modulesinto an existng listlist library caused that library to expand into extra

extentsdid youalso issie the following commands?
SETPROG LNKLST,DEFINE,NAME=TEMP,COPYFROM=CURRENT,NOCHECK
SETPROG LNKLST,ACTIVATE,NAME=TEMP

If not, then d it noworre-dPL.

If youaddedheDBCOLE.XDCZz18.XDCLINKand/or DBCOLE.XDCZz18.XDCPLPAibrary to tte APFsection

of aPROGxxmemnber of SYS1.PARMLIB, did you also issie tre following commands?
SETPROG APF,ADD,DSN=DBCOLE.XDCZ18.XDCLINK,VOL=vvvvvv

If not, then d it noworre-PL.

If youaddedtheXDCCAL LA andXDCCMDA narnres tothe AUTHCMD list of anikiTsoxx menber d

PARMLI B, didyou also issie tte following TSOconmand?
PARMLIB UPDATE(xx)

If not, then d it noworre4PL.

If you need toRL at this ime but araunalle to doso,you canstill procezd with zZXDC installationsubject to tk
following limitations:

You may hawe toaddz/XDC libraries toa TSOsessia's STEPLIB allocatiors inorderto runz/’XDC for
licensingpurposesjnstallation verificationpurpses,andSVC installationpurpases.

z/XDC might not beable to rurautlorized winlessyoutenporarily copy ZXDC's loadmodulesto an «isting
auhorizedlibrary.

If ZZXDC camoat run authorized thenyou will not be alde to install zZXDC's sevice and hook SVCs at this
time. (Fornow, not asbig adeal & it sainds)

If ZZXDC camat run authorized thenyouwill nat bealde to testthe installation of ZZXDC's CrossDomain
Fadlity.

Step 3: Defining Your License b Use z/XDC

Before you canusez/XDC, you must define to it your licenseto use it an your currentsystem TheLicense
Definition processs enteed ty zXDC automaticallythefirst time thatyoutry to usez/XDC. Soin order todefine
your licerse b z/XDC, you nustrun z/XDC.
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At this stag ofthe irstallationprocessyou canrunzZ/XDC as follows:

The License Definition process is gaing to cause z/XDC to write to the XDCLCNSE load modue on disk.
Corsequatly, youmustinsurethatyour TSOuseridhaswrite accesso thelibrary cortainingthatmodule.

Logonto a TSO terminal and proceed either to TSO's READY prompt or to ISPF's option 6 parel.

In arder torunz/XDC, XDCCALL is goingtoneed access toalXDC, XDC31, XDCTFS,andXDCLCNSE
loadmodules If anyof the libraries containinthese mdulesare not inTSOS orlSPFs searh arder, then
useTSOS ALLOC commandto alloate then to ddnane TASKLIB. Exanple:

ALLOC FILE(TASKLIB) REUSE SHR +
DA('DBCOLE.XDCZ18.XDCPLPA' +
'DBCOLE.XDCZ18.XDCLINK")

Note, if you have placed z/XDC into anLPA-li st library, and you have ot yet CLPA'd, then you will have
to alloate tha library to TASKLIB as exanpled abowe. Similarly, if you hawe pla@d XDC, XDC31,
XDCTFS,andXDCLCNSE into anewlinklist library orinto andexistinglinklist library bu thatlibrary has

expamed,andif you hawe notyetredPLd, thenagainyouwill hawe toallocatethat libray to TASKLIB as
exanpledaboe.

FromTSOREADY or fromISPFoption 6, gart ZXDC as follovs:

I If the XDCCALL load module has dready been installed into TSO's load module search order
(linklist library, STEPLIB library, or ISPLLIB library), then type:

XDCCALL IEFBR14
I Othewise,type:
CALL 'DBCOLE.XDCZ18.XDCLINK(XDCCALL)' 'IEFBR14'
zZ/XDC may disday sonme nessags re@rding the unaailability of its servce S/Cs. These canbe

disregarded at this point. Jus pressENTER until a screen is displayed that is smilar to the one shown in
Figure 12onpage 29.
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TCB#9 RB#1 ---------------- Z/IXDC ISPF INTERFACE -----------mmmmmmmmmeoeen
XDC ===>
Issue the END, QUIT, or CANCEL command when finished with this panel.
DBC515E XDC HAS NOT BEEN LICENSED TO RUN WITHIN THE CURRENT SYSPLEX
LICENSING CONTROL DATA ALTER/DISPLAY

Current CPU: XXXX-XXXXX * Current SYSPLEX: nnnnnnnn *

License Dsname: DBCOLE.XDCZ18.XDCLINK(XDCLCNSE)

Customer ID => Control Key =====> 00000000 CAP Quota ===> 0000

XDC Release => z1.8 Expiration Date => mm/dd/yyyy Expiration Warning
Initiation Date => mm/dd/yyyy (Days)===> 021

Time Sharing Password ========> Licensed UID =>

CAP TYPE SER# FLAG SYSPLEX CAP TYPE SER# FLAG SYSPLEX

D) )) ) ) )
"These fields dsplay the machine type, CPU seiial number, and SY SPLEX name of thecurrent computer on which z/XDC is
running.

Figure 12 ZIXDC's LicenseDefinition Screen

I Included in your shipment is a cover letter that shows the Licensing Control Data (LCD) that you need to
fill into the License Definition Panel Once you have typed tremrrect LCD, you may isse theEND
commard (PF-key 3) to cause zZXDC to accept or reject the data If the daa is accepted, ZZXDC will
autoratically write it to disk(intothe XDALCNSE load nodule)andproceea tobegn anormal delugging
session

! If for sone reasan, zZ/XDC refusesto acept tre LCD thatyou supgy, then you can isse aCANCEL
command(PFkey 4) to abortthe licersing pracess.Youthenshoud contact Wle Sftware toresohe the
problem.

I Onceyou have sumesfully entred tre corect Licensing Control Data you may expeiment with z/XDC,
or youmayterminatkeit by presingPFkey 3 (an END" command or PFkey4 (an 'END COMPLETELY"
command).

I Ifthe XDCLCNSE loa module islocaed in the linklist, thenyou will haveto performan "LLA REFRESH"

-29-



zZ/IXDC® 1.8 INSTALLATION GUIDE
(Installin g the Extended Debugging Contr oller)

to cawse MVS torefreshits aachedcopy of the leadmodule.If you dont, thensubsegentattenpts touse
z/XDC may behawe asif the licendgng processthat you have justnow completednever took place To awoid
this problem, you mug isauethe following systemoperator command: F LLA,REFRESH

t  Similady, if your data certer uses a caching product from Computer Assdates cdled "PMO" with
"QFETCH", andif the loadlibrary containingthe XDCLCNSE nodule is cacheby thatprodict, then you

will have 1 issue the following mmmand to cause that product to refresh its image of the load library:
F PMO,D=libdsn

Once you have successfully defined your license to z/XDC, you will be able to run debugging sessions. If a some
future time you ned to display the Liens Defnition Pael again, you can do day stating a normal z/0C
debugging sessia (sich & "XDCCALL IEFBR14") andthenissuingthe"LI CENSE" command.

Afteryou have finishedthe license definition process, you should then IEBCOPY the XD CLCNSE load module
from you production library back to your SMP/E targetlibrary (DBCOLE.XDCZ18.XDCLINK) ard toyour SMP/E
DLIB library (DBCOLE.XDCZ18.XDCDLIB.XDCDLINK). Doingthiswill avoid problemsin thefuturewhenyouapply
new maintenage aml then decideto masseopy all of ZXDC's loadmodulesfrom thetarget library over toyour
prodictionlibraries.

If you are installing multiple copies of ZZXDC into multiple Z/OS images, then after performing the licensing
procedire fa thefirst copy, you canlEBCOPY themodified XDCLCNSEloadmoduleover tothe dher cpies d
Z/XDC. This will work solong asall copies regiire the sane LicensingControl Data.

Sep 4: Defining ZZXDC to Your Computer's Secuity System

z/XDC is a genatlized deluggng toolthatcan beapowelful aid to any asenbler language programen zZXDC,
inand of itself, isnot "authorized"; accordingly, z/X DC both can and should be made avail able to acomputer center's
gereral TSO use population. In a secired computer center, a gereral usa cannot violate system integrity with
z/XDC.

There are, howewer, certain circumstances under which an installation may wish to redrict use of ZZXDC to
authorizedpersonnd only:

1) When a zZ/XDC interface is installed into an authorized program, ZZXDC may be given control in an
authorizd nodeby thatprogam Whenthis happgens,theuser d zZ/XDC canzap abitrary systemstorag.
Note thatin a propely secued @mputer certer, only appopriatepersomel will have thecapalility of
instaling az/XDC interface into an authorized program.

2.) When zZXDC is ruming auttorized, the wer may ke pernitted to use zZXDC conmands (such as
"SET ASID" or "HOOK") to gain accessto other address spaces. When auser has such acess to a foreign
addresspae,zZ/XDC may permit him to displayandpossiblyto zap avy datain tha addess spce.

3.) Whena wse logsonto zZZXDC's CrossDomain Fadlity, systemseaurity is called to verify thatuse'sidertity
and agan to determine which background jobs or tasks he is pemitted to connect to for debugging.

If youneedo cantrol these lnds of accesses, theawwill need to instaltertain ZXDC definedacces cantrol rues
into your security system.
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For More Infamation Aboutz/XDC Secuity ...

The following pages ascribevha kindsof securityrestrictionscanbesetupfor ZzZXDC usersaandhowto establish
thoserestrictionsThere alsds availableaconprehesive discusgn of generakecurityissue ard questiors raised
by aproduwct sud asz/XDC. Your Secuity Officer needgdo readthatdiscusgn. To do sq he careitherreadz/XDC
z1.8User's Guide or zZZXDC's Online Help. Thetitle of the disaussionis named "Help Seaurity”. Toreadit, start a
zZ/XDC dehugging session’, and thentype"HELP SECURITY".

z/XDC's Sandad ScurityMethod

Z/XDC issuescalls tothe irstallations own sesurity systemvia IBM's "Sysem Authorization Facility” (i.e. the
"SAF interfacé, astandardacility in all ZOS systens, securedr otherwse).zZ/XDC makes such calls ineneer
the userfirstattenptsto useaz/XDC conmard that may give riseto a seaurity concern. Specificdly, ZXDC calls
securityunder the following circunstances:

1.) Upon the first use within a debuggingesion ofzZXDC inanauthorizedmode zZXDC ches for "READ"
aacessto az/XDC definedreource named"XDC.AUTH".

2) Thefirsttimethata"SET ASID" command or anaddressingfunction (such as"~ASID(...)") is used to gain
read access to anotheraddressspae. If that addressspae desnot have anownerid® thatmatchesthe
owrerid d theaddresspacdromwhichthe"SET ASID" commandis beirg issual, thenz/XDC checls for
"READ" accesdo aresourcenaned "XDC.FASM.jobnane" (where"jobnane" is thenarne of theaddess
spacebeingaccesed).This callis madefor eat dfferent aldressspaceso acessed

3.) The first time thata storag alteringconmand (ZAP, etc.) isused to altethe pivate are@f anothe addess
spacdgandif thataddresspae has aifferent avnerid than thehome smace) z/XDC checls for "UPDATE"
accesso the"XDC.FASM.jobnane" resouce.

4.) Any time thata storge alteringconmandis usel to alter any storag arywhere, ZZXDC checls for
"UPDATE" aaccess to aresource naned"X DC.ZAP.---" (where "---" more specifically describes the storage
to bealtered. Note,this creckwill be madeeven fa zapsthat also require theheckfor UPDATE access
to the "XD C.FASM.jobname" reource. (For more informaton, see HELP SECURTY ZAP dther in
zZ/XDC's Online Help orin zZZXDC z1.8 User's Cuide.

5.) Whenause signsontothe CrossDomain Fadlity from anidle VTAM teminal, CDF calls seaurity to verify
that use's id and pasword. (When a use signs onto CDF from a TSO session, no passwvord ched is
necesaly becausethe usersid and pasword have already been verified when the user first sgned onto
TSO.)

6.) Whena u®r who hassignedontoCDF slects eadgroundjob or taskto debugif that jobs owneriddoes
not match treusersuserid thenCDF calls searity tosee ifthat wser isauthoriz2d todelugtheselectegob

YFrom TSO's READY prompt or from ISPF's Option =6, type "XDCCALL IEFBR14".

182/XD C finds an address space's "ownerid" by looking in the ACEEUSRIfield of that address space's ACEE cntrol block. If the ACEE
does nd exist, or if the ACEEUSRI field confiins blnks oran as¢érisk, then zXDC concludes thattheaddressspacedoes nd havean
ownerid.
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or task It cheds for"UPDATE" accesso theappopriate"XDC.FASM.jobnane" resouce.

Importart: For more deail edde<riptions ofzZXDC's resaurceacess cantrol rules,seeheHELP SECURITY topic
in ZZXDC z1.8 User's Guide orin ZZXDC's Online Help.

Using z/XDC Prior to CreatingSecuity Definitions

zZ/XDC'ssecurity interface explicitly supportsthree security systens: RACF, CA-ACF2, andCA-Top Seaet. This
supprt requires \ariousimplementingdefintions ke made within the securityystens asdescribe inthe fdlowing
sedions Until such ddinitions ae made theRACFandCA-Top Secet secuity systensreport the varias z/XDC
resource asbeing"unprotected"(RC=4 from the RACROUTE macro),andfor the most part, ZXDC treats sah
respoisesasbeingequivalentto a "permt" respoise (RC=0). Accardingy, in RACF and CA-Top Secret shops
zZ/XDC canbeinstalled ard testing during atrial period without having to setup seaurity definitions®. But seaurity
concemed installationsshould makethe necessary definitionsprior to ZZXD C'sbeing releasedto the user community
for generaluse.

CA-ACF2is anexcetion. It "disallons” (RC=8 fromthe RACROUTE macro) &cesse$o urprotectedesouces;
thereforejn CA-ACF2shogssuitablesecuritydefinitions for zZXDC will have tobe madebeforez/XDC canbe wsed
fully.

Using zKDC in RACF Potected Sgtems

Figure 13onpage 33 showsthe RACROUTE maao operardsusedby zZXDC in RACF proteded systens. Note
that ZXDC usesthe resurceclass mmed "FACILITY". This isan BM defined"catchall" classusedto catrol
accesse$o miscellaneas sytemfacilities. IBM uses tis classfor controlling storagge dumps, accesgo vector
processers, logon passwerds for JES2/3RIE/RIP and NJE comections, and miscellaneas fadlities in various
program products. z/XDC's use of this class avads the necessity of requiring the cusome to create or modify a
"user" Aass CescriptorTable.

There is oneexception. If you wish to test usng ZXDC as an FRR, then there is a seurity rule that z/XDC calls for
which a "not protected” response is treated as a "deny" response. For more information, see the HELP SECURITY
LOSTLOCKS topic in either hie Users Guide a the Online Help.
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Call Type ATTR= ENTIT Y Value Resairce dass
Authorized node READ CL44'XDC.AUTH' . FACILITY
Reada forignaddess paee READ CL44'XDC.FASM.asname’ FACILITY
Zap aforeign address space” UPDATE CL44'XDC.FASM.asname’ FACILITY
Debug a program via CDF UPDATE CL44'XDC.FASM.asname' FACILITY
Zap storage” UPDATE CL44'XDC.ZAP.---' FACILITY
(See HELP SECURITY LOSTLOCKS) READ CL44'XDC.LOSTLOCKS! FACILITY

"Asname" is replacedby the8-charactenane ofthe adiressspacehat theuse is trying to access.

" Zapsthat reqiire permissionunde the"XDC.FASM.asnane" rule,still alsorequre pernissionunde
an ppropiate "XDC.ZAP.---" rule.

The walue "XDC' is usedfor searity callsrecardlesof ZXDC's nane. (See"Renaningz/XDC' on page
51 for more irformation))

For RACF protected systens, ZZXDC issuesthe RACROUTE maao with "REQUEST=AUTH" and with
REQSTOR andSUBSYS na set.Exanple: An attenpt by auser tozap JES3 adiressspacewvould caise
zZ/XDC to isste thefollowing RACROUTE macro:

RACROUTE REQUEST=AUTH,ATTR=UPDATE,CLASS=CLASS-1,
ENTITY=RESOURCE

DC  AL1(L'CLASS)
CLASS DC C'FACILITY"
RESOURCEDC CL44'XDC.FASM.JES2'

Figure 13 RACROUTE MacroOpeandsUsedby 2ZXDC in RACF Protected Systems
To implemert z/XDC security, asecurity officer should do the following:

I Use RACFs RDHEFINE conmand (as follows) to create the FACILITY classdefaultprofilesprohikiting

accesso all of ZZXDC's auhorized failities for all uses:
RDEFINE FACILITY XDC.AUTH UACC(NONE)
RDEFINE FACILITY XDC.ZAP.* UACC(NONE)
RDEFINE FACILITY XDC.FASM.* UACC(NONE)
RDEFINE FACILITY XDC.LOSTLOCKS UACC(NONE)
SETROPTS REFRESH RACLIST(FACILITY)

Usethe claractersXDC" in these definitions regeless of vihetheror not you hawe reramed ZXDC. (Se=
"Renaning z/XDC' on page 51 for more irformation)

I Dependingonyour specificcircunmstancesyou may hawe toissue one or ore d thefollowing conmands
to praperly activate theFACILITY class:

SETROPTS CLASSACT(FACILITY)
If this class has not previously been activated on your system.
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SETROPTS GENERIC(FACILITY)
Becaise"XDC.FASM.*" and "XDC.ZAP.*" are genericprofiles.

SETROPTS RACLIST(FACILITY)
To boostRACF perfamancewhen sanninggenericprofiles.

UseRACFs "PERMIT" commandto gve theXDCCDF job READ acces tothe XDCAUTH rule:
PERMIT XDC.AUTH CLASS(FACILITY) ID(ownerid) ACCESS(READ)

Where "owerid" isthe RACF ownerid under whichthe XDGCDF job will execute.

UseRACFs"PERMIT" commandandadditioral "RDEFINE" commandgo grantindividualusersanduser
groupsaccesset z/XDC's various athorized fatilities. Exanple: The fdlowing conmandspernit user
DBCOLE to use ZXDC's Foreigh AddressSpa@ Mock todisplaybut notto zap JES2 private ares.
RDEFINE FACILITY XDC.FASM.JES2 UACC(NONE)
PERMIT XDC.FASM.JES2 CLASS(FACILITY) ID(DBCOLE) ACCESS(READ)

Usethe ETROPTS canmandto refreshthechangs nadeto thefacility class:
SETROPTS RACLIST(FACILITY) REFRESH
RLIST FACILITY *

For additional information, please refer to RACFs Security Administrator's Guide?* andto its Command
Language Reference.

Also, for a @mprehemive disassionabaut creaing theXDC.AUTH, XDC.ZAP.---, and XDC.FASM.--- rulesand
abou how zZ’XDC usesthem se theHELP SECURITY topic in ZZXDC z1.8 User's Guide orin Z’XDC's Online

Help.

Using zKDC in CA-ACF2Reka% 6.4 and\Newer) Potected Sgtems

Figure 14onpage 35 shows the RACROUTE macro operands used by ZZXDC in CA-ACF2 protected systems. To
implement ZXDC security several cantrol definitionsneedto bemadewithin CA-ACF2:

A GSO CLASMAP.XDC recad may neal to be definedto setthe resource type to be usal for the
validations

A "D-RXDC" entry neals tobeaddedto the NFODIR controlrecord.

A GSO SAFDEEXDC recad may neal tobe cefinedto ersure tle AUTH requesis validated.

Suitable "generalizd resourcerules” with TYPE(XDC) neal tobe ceated?

An "xxxCDF"# logonid needdo be created for théross Donain Facility This id must be assigedat least
thefollowing attributes: MUSASS, ST, and RESRICT.

207/0S: SA22-7683 0OSB90:SC281915 MVS/ESA: SC28134Q

?17/0S: SC227687. OSB90:SC281919 MVS/ESA: SC280733

*The rame d the class,ite SAFDEF record, he generalied resoure ruletype, andthe INFODIR entryall must be "XDC" regardless of
whether or not z/XDC hasbeen renamel (asdiscussed above in "Sep9: Renaming ZXDC" on page51).

Z\Where "xxx" matches ZXDC's name.
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Call Type ATTR= ENTIT Y Value and SUBSYS \alues
Authorized node READ CLA4'AUTH’ ) XDC
Reada forignaddess paee READ CL44'FASM.asname’ XDC
Zap aforeign address space” UPDATE CL44'FASM.asname’ XDC
Debug a program via CDF UPDATE CL44’FASM.asname’ XDC
Zap storage” UPDATE CLA4'ZAP.--- XDC
(See HELP SECURITY LOSTLOCKS) READ CL44'LOSTLOCKS' XDC

"Asname" is replacedby the8-charactenane ofthe adiressspacehat theuse is trying to access.

" Zapsthat reqiire permissionunde the"XDC.FASM.asnane" rule,still alsorequre pernissionunde
an ppropiate "XDC.ZAP.---" rule.

The CLASS,REQSTOR, and SUBSYS value d "XDC" must ke ugd fa secuity callsregardlesof
whether o na you hawe reramed ZXDC. (Se= "Renaning z/XDC' on page 51 for more irformation)

CA-ACF2Exanple: An attenpt by auser tozap JES2 adiressspacenvould cawse ZXDC to isste the
following RACROUTE macro:

CLASS DC c'XbcC
RESOURCEDC CL44'FASM.JES2'
XDC

CLASS, REQSTOR,

RACROUTE REQUEST=AUTH,ATTR=UPDATE,REQSTOR=XDC,
SUBSYS=XDC,CLASS=CLASS-1,ENTITY=RESOURCE

DC  AL1(L'CLASS)

DC CL8'XDC'

Figure 14 RACROUTE MacroOpeandsUsedby ZZXDC in CA-ACF2 Protected Systems

More specifically, asecuity officer needsto modify the CA-ACF2 controlrecordsas follons:

FromTSO,type ACF, then issie tte following conmands:
! SET CONTROL(GSO)
! CHANGE INFODIR TYPES(D-RXDC)
! INSERT CLASMAP.XDC RESOURCE(XDC) RSRCTYPE(XDC) ENTITYLN(13)
! INSERT SAFDEF.XDC ID(XDC) MODE(GLOBAL) RACROUTE(REQUEST=AUTH,CLASS=XDC)

You will probably wart "to mak" (i.e. use wildcard charaders in) same of the ZZXDC reurce rule
definitions youwill be creding. Accordirgly, a"directory' for the z/XDCruleswill have tobe naderesident
in systemstora@. To do sq dart by listing the "INFODIR" cortrol recad. Then add'D-XDC" to the
"TYPES' field.

Finally, from anoperata's cansoleissuethe CA-ACF2commandsecessy to "refreshthe cantrol reords
you hawe nodified (SAFDEF, CLASMAP, and INFODIR). Thiswill activate thechanges you hawe made.

Once "XDC" hasbeendefined for theACF2/SAF interface it is nov necessy to definethe atual generalizd
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resourcaulesthat make upthe"XDC" class.A CA-ACF2 securityofficer should do this asfollows:
I From TSO, type"ACF", thentype"SET RESOURCE(XDC)".

I UseCA-ACF2'sCOMPILE andothercommandsto creaed thedesired aaccesscontrol rules. Therulesshould
all specify "TYPE(XDC)".

I The"$KEY" values for the various rules should be based on the following:

$KEY(AUTH) TYPE(XDC)
Cortrols ue of ZZXDC in auhorized node.

$KEY(ZAP.descriptions) TYPE(XDC)
Cortrols whocanzap what steage. Seethe HELP SECURITY topic in ZZXDC z1.8Users Guide
or in ZZXDC's Online Help for detail s conceming "descriptions".

$KEY(FASM.asname) TYPE(XDC)
UID(...) SERVICE(READ)

Controlswho canhawe "read' access to the foreign address space named "asname".

$KEY(FASM.asname) TYPE(XDC)
UID(...) SERVICE(UPDATE)

Controls who canhawe "zap' access ard CDF accessto the foreign address space named"asrane™.

I CA-ACF2pernits $KEY values tocontain'wildcard" characters (astersk ttus itis passible for exanple,
to crede one "MSM.asnane" ruleto control accesses touftiple addresspaces(CA-ACF2refers tathe
useof wildcardsas"masking"). Rememlbr however, if such generic keysare to beused, then the"directory”
for the"XDC" rulesmust be made "resident” in storag&his isdonevia the NFODIR controlrecord(see
above).

CA-ACF2hasanoptioral tableof permtted TSOconmands(bothauthorizd axd nonaithorizd).If presat, then
that talble needdo have ernries ad@éd toit for xxxCALL, xxxCMD, xxxCALLA, xxxCMDA, xxxTFS, andxxx,
where xxx match's zXDC's name sudly XDC). (See 'Renaning z/XDC' on page 51 for more irformation)

Finally, in order torunthe Goss Dbmain Facility's serer task(see"Installing ZXDC's Cross Donain Fadlity
(CDF)" on page 46), you will needto creakt a logond for it with atleastthefollowingattributes: MUSASS STC,
andRESTRICT. The name of thislogonidshoul be "xxxCDF"#, and ttat narre nmustmatch the name of th®ROC
usedto startthe DF router. You also nust gve thexxxCDF logonid READ acces tothe AUTH rule.

SeeCA-ACF2s Administrat or's Guide for more irformationabou definng generalizd resourcerules,abou
logonids, and abaut modifying the control records.Also, member ACF2SAMP in DBCOLE.XDCZB. XDCSAMP
contairs seeral exanples d variouszZ/XDC type generalized resourcerules.

Also, fora conprehersive disaisson abaut creaing theAUTH, ZAP.---, and ASM.--- rules amnl abou how z/XDC
useshem se theHELP SECURITY topicin ZZXDC z1.8 User's Guide orin zZZXDC's Online Help.

#Where "xxX' matches z/XDC's nane (ustally XDC). See 'Renaming ZZXDC" on page 51 for more information.
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Using zKXDC in CA-Dp Secet Protected Sgtems

Figure 150npage 37 shavsthe RACROUTE macrooperanisusedoy zXDC in CA-Top Secreprotectedsystens.
Notethatz/XDC useshe resurceclassnanmed"XDC" regardlesf zZZXDC'sactualnane. Accordingy, a"system
facility”, an "ACID" ("access id), ard a"resource'all must ke ddinedin TSS("Top SecretSecuity") as fdlows:

Start by renaming aspare facility to "XDCCDF". Then assign it the attributes necessary to permit z/XDC's
Cross Domain Facility to operateasamulti-usersubsytem (In order tomake theg changes rmanentyou

will have to update TSSs startup parms):
TSS MODIFY FAC(USERXx=NAME=XDCCDF)
TSS MODIFY FAC(XDCCDF=PGM=XDCTFS,NOABEND, TENWULTIUSER,NONPWR,NOTSOC)

Call Type ATTR= ENTIT Y Value Resairce dass
Authorized node READ CLA4'AUTH' ) XDC
Reada forignaddess paee READ CL44'FASM.asname’ XDC
Zap aforeign address space” UPDATE CL44'FASM.asname’ XDC
Debug a program via CDF UPDATE CL44’FASM.asname’ XDC
Zap storage” UPDATE CLA4'ZAP.--- XDC
(See HELP SECURITY LOSTLOCKS) READ CL44'LOSTLOCKS' XDC

"Asname" is replacedby the8-charactenane ofthe adiressspacehat theuse is trying to access.

" Zapsthat require permissionunde the"XDC.FASM.asnane" rule,still alsorequre pernissionunde
an ppropiate "XDC.ZAP.---" rule.

The ResurceClassof "XDC" is usedfor searity callsregardlesof zZXDC's nane. (See"Renaning
z/XDC' on page 51 for more irformation)

For CA-Top Secet protected sysems, 2XDC issiesthe RACROUE maco with "REQUESFAUTH"
andwith REQSTOR andSUBSYS nat set.Exanple: An attenpt by auser tozap JES2 adiressspace
would cawse ZXDC to isste thefollowing RACROUTE macro:

CLASS DC c'XbcC
RESOURCEDC CL44'FASM.JES2'

RACROUTE REQUEST=AUTH,ATTR=UPDATE,CLASS=CLASS-1,
ENTITY=RESOURCE

DC  AL1(L'CLASS)

Figure 15 RACROUTE MacroOpeandsUsedby ZZXDC in CA-Top Sectet Protected Systems

Create an ACID ("access id") named "XDCCDF". This will be the ACID asdgned to the Cross Domain

Facility's startupproc:
TSS CREATE(XDCCDF) NAME('name') DEPT(ownerid) PASS(NOPW) FAC(STC,TSO)

Zgupport for "TENV" has beendropped in release 43 of TSS. Therefore, tlis operand should be omitted if you are running a4.3 or newer
release of TSS
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MASTFAC(XDCCDF)

Assigh xxxCDF'g® statup PROC to ustheXDCCDF ACID:
TSS ADD(STC) PROC(xxxCDF) ? ACID(XDCCDF)

Allow uses tologonto xxxCDF:
TSS ADD(userid) FAC(XDCCDF)

Definearesourcenaned"XDC" in theRDT ("Resouice Definition Table")."RESCODE" may speify any

previously unused2-digit code:
TSSADD(RDT)RESCLASS(XDC)RESCODE(hexcode) ATTR(DEFPROT,LONG)ACLST(NONE,
READ,UPDATE)

Note darting with R4.4, CA-Top Secrethasbeenshippirg with the "XDC" resouce clas pre@fined.
Unfortunately a first they gat it wrong Among othe things, they assigmedthe ZXDC resourceclassan
atribute of "SHORT", while ZZXDC actudly requires that the clas’s atribute be "LONG".

Anyway, ConputerAssaiateseventuallydiscoweredtheirerrors andsotheydewelopedhefollowing fixes.
TheseTSS fixesare required for usng ZZXDC in a CA-Top Seaet environmert:

I PTF Q064801 (available on the9506 maintenace ta) replaes noduleTSSRIAB. It corrects the
z/XDC class's length #étibute from SHORI to LONG

I APAR BB15253 correctsan "invalid keyword" error that acurswith the "TSSADD(ownerid)
XDC(rulenare)" command.

Presumally, R5.0 ard rewerreleases of CA-Top Secretcomewiththe"XD C" reurce predefinedcorrectly.
To summarize:

I If youare singa releasefdCA-Top Secrethat isolderthanR4 4, thenyou hawe toissuethe "TSS
ADD" commandshown atove.

I If youareusingR4 4 or anynewerreleasef CA-Top Secretthenyoudonot have toissuethe "TSS
ADD" command.

I Butif you are experiencing problems with installing zZXDC's definitions into TSS, then you wil |
hawe toapplythe TSS naintenaee describedabove.

Assign ovnershipto thevariousentity valuesthat ZXDC usesin its securitychecks:
TSS ADD(ownerid) XDC(AUTH)
TSS ADD(ownerid) XDC(ZAP.)
TSS ADD(ownerid) XDC(FASM.)

If thesecommandsfail with an "INVALID KEYWORD" messag, then apply the TSS naintenace
describe alove, andthentry again.

Allow uses to access the variousresurcesseaured by zZXDC. Example: The following commands pemit
user DBCOLE to usezZ/XDC's Foreign Address Space Modeto have bath display, dter, and CDF accessto

2%Where "xxx" matches ZXDC's name.

#In TSS eleas 4.3, and in TSS elease 4.2 with fix #552 gplied, the program executed by the xxxCDF PROC will bealle to use the
XDCCDF "fadlity" regardless ofwhether or nothe nane o the programnvoked ly the FROC matches he "PGM=XDCTFS" parameter in
the"facility" definition. In TSSrelease4.2 systems with fix #552 notapplied, then he program execued by thexxxCDF PROC mustmatch
the "PGM=XDCTFS" paametr in the "fadlity" definition.
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JES2s private ares:
TSS PERMIT(DBCOLE) XDC(FASM.JES2) ACCESS(READ)
TSS PERMIT(DBCOLE) XDC(FASM.JES2) ACCESS(UPDATE)

Notethatwith CA-Top Secet (unlike othersecuity systems) UPDAE acessdoesnot includeor imply READ
accessTo permit both accessespothaccessemust ke explicitly defined.

For additional information,please refeio TSSSMVS Contr ol Options Guide, MVS Implementation, Concepts
and Facilities, and TSS Command Functions Guide.

Also, fora conprehersive disaisson abouftcreaing theAUTH, ZAP.---, and FASM.--- rules al abou how z/XDC
usesghem se theHELP SECURITY topicin ZZXDC z1.8 User's Guide orin ZZXDC's Online Help.

Ancther Approach to ZXDC Seaurity

If youare ingalling zZXDC for the exclusie use ohon-authorizd users, and if yoarenot interestedn usng the
Cross Domain Fadlity for debuyging badground jobs, then you might consider a less complicated approach to
zZ/XDC security Smply place al of zZXDC's loadmodulesinto a nam-authorizd JOR.IB, STER.IB, or linklist
library (with LNKAUTH=A PFTAB specifiedn the ative IEASYSxx menber of SYS1.PARMLIB). Thiswill make
it impossithe for zZXDC to beinvoked ky anauthorizd pogram In adlition you may want tousenarmal system
searity datasetaccess ules tocontol who anong the norautorized u®rs may or may not use/XDC.

Howewer, if youwishto install z/XDCs senice S/Cs (hichly recanmended se 'Installing z/XDC's Serviceand
Hook S\C ..!" belowon page 39), then you will still have to make a second copy of the zZ/XDC load modulesand
place theminto an authorizedlibrary for useby the XDCINITc job (see bdow). Jus be sure to use system seaurity
datasefccessules tomake theauthorizd library non-exectable ly all users erept te XDCINITc job.

Sep 5: Installing ZZXDC's Senice ard Hook SVCs (viathe XDCINIT ¢ Jab)

In arder tomake thefull range of zZZXDC's facilitiesavailable fa use,two special SVCs ard several sytem
intercepgs mustbe ingal ed fa z/XDC. Thes SVCsprovide varioussericesthathelp improve the paerof z/XDC.
The SVCgo not, howeer, in any way enable Z/XDC to run authorized (z/XDC will run auhorized only when it
is invoked bya progamthatitself is dreadyauttorized). Corsiderablecare tas keenexercisedn the design o
z/IXDC's SVCs They cannot be misused by unauthorized callers to subvert systemseaurity or integrity.

ZIXDC canbeusedwithout installingthe SVCs;however, many of its cambilities will be sonewhat limited. See
"Runring z/XDC Vithout Its Senice and HookSVCS below on page 41 for specifics.

ZIXDC'sSVCsneadna, andin fact camat, beinstalled by the normal methods Ingead they mug be dynamically
installed after every IPL by aspecial XDCINITc PROC that must be executed at or after IPL time. The XDCINITc
PROC is shown in Figure 16on page 40. A copy of it canbe faundin DBCOLE.XDCZ18.XDCJCL

. This ROC must ke plaed irto asystemPROClibrary (suchassys1.PROCLIB).
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The xxxINIT ¢ Proc

1*

Il xxx INITc EXEC PGM= xxx CALLA,PARM=IEFBR14,TIME=1
The Associat@l SYS1.PARMLIB(COMMNDxx)Command

COM='S xxx INITc'

Wherexxx matchesz/XDC's nane (usally "XDC"), ard where"c" canbe any alphanuneric (oromitted)
character.

Figure 16 XDCINITc PROC andAssaiatedcoMMNDxxCommand

Normally, the PROC must be named "XDCINIT" or "XDCINITc", where "c" can be any a phanumeric character.
(See"What the XDANITc Job Dbes belowonpage 40, 44 for why.) However, if youhavwe reramed ZXDC to 718,
DBC, orsone other nane (se¢'Renamingz/XDC' onpage51), then mththenane ofthe XDANITc PROC andthe
referencewithin thePROC to "XDCCALLA" must alsdbesimilarly renaned.

In orderto insurethat XDCINITc is execdedonevery IPL, youshoud add theconmandshown in Figure 16on
pag40tothe ative COMMNDxmenmber of SYS1.PARMLIB. Agan, if ZZXDC has been renamed, then the command's
referencdo XDCINITc stouldbe smilarly chaaged.SeelBM's Initializ ation and Tuning Referencemanuat® for
detailed discussonsof SYS1.PARMLIB members.

What the XDCINITc Jdo Does

The XDCNITc jobdoedittle morethaninvoke z/XDC in anauthorizdmode . Wheneerz/XDC runsauthorizd,
it checksto seeif its sewvice S/C, its hook SVC, andits several systeminterceps are installed. If any emens are
either not installed or are a a mainterance level that is older than XD C itsdf, thenthose elenens that nedal it are
either irstalled o reinstalled

In the caseof the two SVCs, ZXDC automatically seleds two available SVC numbers (199 and 198 or lower),
ard it assgnsthemto the SVCs. (Usually, thehook SVC will be asigned to SVC #199, andthesewrice SVC will
be asighedto SVC #198, but thisis na guaranted.)

When(re)installatiorof thesysteminterfacels ammpleted,zZXDC issuesa deailed §steminterfacdnitialization
Report (messags BC514]) shaving exactly what itwasandwasnot @le todo, and why.

%7/0S: SA22-7592 0OSB90:SC281752 MVS/ESA: GC28-1635

23V C numbers lowerthan 2® arecho®n soas na to interfere with otheruse SVCs.
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During the SVC ingallation process, z/XDC also does the following:

I It builds foritself asubsygtemcortrol table(SSCT) naned "XDCc" (where "c"is areleasespecificspecial
characterpndusest, anongothe things, as aplaceto sae itsSVC numbers.

It installs various other system routines to support deferred breakpoints (see tt HELP BREAKPOINTS
DEFERRED topicin ZZXDC z1.8User's Guide orin zZZXDC'sOnlineHelp) andcertainend-of-taskandend
of-menory clearup functiors.

If ZZXDC is invoked inajob or sptemtaskwhosenane is"XDCINITc", then dter insuing thatits servce ard
hook SVCs areinstalled, it terminateswithout entering into a dehugging sessia. Thus, itis importantthat the
XDCINITc job thatis runat IPL time be named"XD CINITc" (or "xxxINITc" if ZZXDC has beenrenamedto xxx).
Othemwise, a spurious interactive debugging sesdon will be started at the operator's consnle at IPL time (gererally
not adesrade occurrence).

Runring XDCINITc Jobs fa Multiple \éerdons and Rkeases of XDC

If youare insalling thisz1.8 release oZ/XDC to runin parallel wth anolde versionor relese d z/XDC, then
youwill have tohawe two XDCINIT jobsonyour system one fa installingz1.8s S/Cs ard onefor ingalling the
older XDC or ZZXDC's SVCs. To facilitate running multiple XDCINIT PROCs, a sufix charader can be addedto
the PROC nane. Therefore, it is suggeded that z1.8's XDCINIT job be named"XD CINIT8".

Runnng z/XDC VithoutIts Serice and HookSVCs

If zZ/XDC is invoked ron-authorizd and prior toits sevice ard hook SVCsbeinginstalled then itproceels, but
there will be several limitations to what it can do, including the following:

I Multiple calls to z/XDC from separate tasks within an address space will be unaware of each other's
existene. Theywill notbeableto sharemaps.equatesbrealpoints,etc.This createseere poblens when
youattenpt tousez/XDC to debug multi-taskng progams. Accordingly, if youwishto debug multi-taskng
prograns, then you nustingall the ®rvice SVC.

I zZ/IXDC's savice SVC often is required during use program resumption (via ZZXDC's GO or TRACE
command)to praperly restoresone claracteristicof theretry-level exeutionenvironment. If the senice
SVCis na installed then e@rtain retrylevel restorionscannd occur For exanple,if theuser pogramuse
the BAKR instructionto createentriesin thesystems Linkage Sack then tre GO andTRACE commands
will not be usale s0 long as sich stack entriesexist

I If youatenpttoinvoke z/ XD C on both sdesof anISPF split saeensessonin TSO, your TSOsession wil |
becone deadlocled and youwill have toaskOperatiors tocancelyour userid.

I Deferred bregpoint support dependsupon vanousservicesprovidedby z’XDC'ssavice SVC; accordingly,
without theSVC, deferredbrealpointingconmandscanna beused.

I Userswill be unable to usez/XDC's "HOOK" command (for dynamically creatirg ZZXDC debuwgging
sessonsin other RB's, tasks, or address spaces.
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zZ/XDC will not beableto autonaticallydetecwhenits displays arecorruptel by TPUTS fromtheprogam
beingdelugged.

Useof theattentiorkeyduringz/XDC procesig will morefrequertly lead tokeyboardlockoutsrequiring
cancelatio of theusers TSOsession

Recognition, during tracing, of transfers to EODAD ard SYNAD routines will nat work.
Handshaking with L.E.'s error recovery will not occur.

It will not be pssibleto use z/XDCasan FRRroutine fordebwgging eitherFRR protectedaskmodecode
or SRB modecode.

Step 6: TheInstallation Verification Test

The hstallationVerification Test slould now bedonein TSO.First,logonto TSQ andthenstart uplSPFE Then
use ore of the following methodsto start ZZXD C, deperding upon how you hawe installed the produdt:

Goto zZ/XDC's Sartup Panel,fill it in asshown inFigure 17on page42, and pressSENTER.

This will workif youhawe instdled ZXDC's SartupPan¢into ISPF Note,if youhawe reramedz/XDC (see
"Renaning z/XDC" on page 51), then the first thng you hawe todois type ZXDC's nev nanme (Z18, for
exanple) m the comandline ard press BNTER. This will automagcally recanfigure tre panel tousethe

renamed 2XDC.

OPTION ===> 2 XDC's name ===>

1 XDCCMD - Debug TSO CMD processor - will be passed a CPPL

2 XDCCALL - Debug other PGMs in TSO - will be passed an OS PARM field

3 XDCCDF - Debug background jobs or tasks via XDC's Cross Domain Facility

PARAMETERS FOR OPTION 1 OR 2 (FOREGROUND DEBUGGING IN TSO):

Does CMD/PGM use ISPF services? (YES/NO) ===> NO Dialog APPLID ===>
Should CMD/PGM start APF auth? (YES/NO) ===> NO Quick Start? ===> YES
CMD/PGM Name ===> |EFBR14
CMD/PGM Parm ===>
Tasklib DSNs ===>
=_-==>
=_-==>
=_-==>
=_-==>
=_-==>
or DDNAME ===>
Commands DSN ===>

PARAMETER FOR OPTION 3 (BACKGROUND DEBUGGING VIA XDC-CDF):
Connect to XDC-CDF using your current TSO Userid? (YES/NO) ===> YES

XDC

Figure 17 ZIXDC's SartupPané¢in ISPF
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Go to ISPF's "Command Shel" ( option =6) and type XDCLBDEF:
Thiswill work if you hawe suitablymodified andinstalledthe XDCLBDEF clist. If it doeswork, then you
will see theStartupPané shavn in Figure 17onpag 42

Goto ISPF's"Command Shell" or to TSO's READY prompt and type: XDCCALL IEFBR14
This will work if you haw instdled ZXDC's load libraries (DBCOLE. XDCZ18. XDCLINK and
DBCOLE.XDCZz18.XDCPLPA orloadmodulesinto the syten's searh arder fa your TSO sa&sion.

Doing any of thesethings shailld causethe fullscreen display shavn in Figure 18on pag 43 to appea at your
terminal.

TCB#9 RBH#L —--nmmemeeemmmeev 2IXDC ISPF INTERFACE ---semmmmmmmmmmmoeeeeaaaaes
XDC ===>

. DBC8541 z/XDC for z/OS

. DBC855I COPYRIGHT (C) COLE SOFTWARE, LLC - 2001-2004

. DBC8561 FOR PRODUCT SUPPORT, PLEASE CALL COLE SOFTWARE AT 540-456-8210

. DBC992I For Online Help, type HELP, then press ENTER. (Not pf-key 1)
. DBC993I Type ? at left of any line for a list of its permitted Line Cmds.

. DBC994I Type LIST HELP to display the Online Help Index.

. DBC996I Type HELP HELP PRINTING for information about printing manuals.

. DBC830l XDC z1.8 ENTERED NONAUTHORIZED, AMODE(24), UNDER RB#3 FROM TCB#9

. DBC891I XDC z1.8 ENTERED AS AN ESTAI OWNED BY TCB#8

. DBC831lI THE ERROR LEVEL AND RETRY LEVEL ENVIRONMENTS ARE THE SAME

_ DBCB841I DEAD MSG: 8067 *** DBC901l SESSION IS READY FOR DEBUGGING, TYPE HAT
THE LEFT FOR MORE INFORMATION ***

XDC ===> L PSW,L EPSW;L REGS

_ PSW 078D1000 00060CES8 (cc-LO) - PRIVATE+5ECES

_ EPSW 078D1000 00060C8A (cc-LO) - PRIVATE+5ECS8A
RO 00009B88 00061F90 E7C4C3C3 C1D3D340 *...h....XDCCALL *
R4 C9C5C6C2 D9F1F440 80FDA906 O005EEOD *IEFBR14 ..z.....*
R8 00000000 00010220 0001BBFO O00606EOQ0 *........... 0...\*
R12 O0O05DEOE 00055E88 80060CEA 00E43000 *...... heo... u..*

Figure 18 Initial ScreenDisplayed ly ZXDC with Fullscrea Display Sypportinstalled

If, however, yousee aisday sud asthatshown in Figure 19onpage 44, then nost likely ZzZXDC's variousISPF
elenents (@nelstables &c.) have nd beenproperly madeavailable tolSPFE Go backand reviewthe"Seting Up
the XOCPANEL Parel orthe XDCLBDEF Clist" sectionon page 25 for moreinformation. Meanwhile, if youjust
press the ENTERey, ZZXDC will proceedwith anormal detugging sessia but usng fullscreen TPUTSs (insted o
ISPFs Display Sevices) topaintits disgays. The nmain conseqenceof thisis thatyouwill not beableto us ISPF
SPLIT and SWAP conmands while ushg z/XDC.
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TCB#9 RB#1 ---------m-mmmmnm- Z/XDC TPUT INTERFACE -------mmmmmmmmmomomaeaes
XDC ===>

ISPP100 Panel 'XDCZ18A' error

ISPP100 PANEL NOT FOUND.

. DBC7501 PRESS ENTER TO CONTINUE DEBUGGING USING THE TSO INTERFACE.

Figure 19 ErrorWhenz/XDC is Not Properly Installedinto ISPF

In ary case onceyou see tle dispay in Figure 18onpag 43, itis verified that ZXDC is installedin the poper
systemlibrariesandthatit is operatimal. You may proceed,if youwish, to try out thevariousz/XDC conmands.
Whenyou are neyou canterminate ZXDC by pressing PRkey 3 or 4 or by typing "END". This will causethe
IEFBR14 program to abend with an @C1. Thisis a_ n@mal corsejuerce of the END command which (asopposedto
the GO commard) requests Z/XDC to al ow the intercepted alberd to percdate (i.e. to procesd).

TestingAuthorizedDebuggirg

If youhaw instdled theauthorized @mmandsXDCCALLA and XDCCMDA, then youshoud testthemnow. You
may do soas follows:

Goto zZXDC's Sartup Panel,fill it in asshown inFigure 20on page45, and pressENTER.
(Inpaticular, be suetorespond Y ES to thequedion: "Should CMD/PGM start APF auth?") Thiswill work

if you hawe instdled ZXDC's SartupPan¢into ISPF
Goto ISPF's"Command Shell" or to TSO's READY prompt and type: XDCCALLA IEFBR14

This will work if you haw instdled ZXDC's load libraries (DBCOLEXDCzZ18. XDCLINK and
DBCOLE.XDCZz18.XDCPLPA orloadmodulesinto the sytenis searh arder fa your TSO sa&sion.
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OPTION ===>2 XDC's name ===> XDC

1 XDCCMD - Debug TSO CMD processor - will be passed a CPPL

2 XDCCALL - Debug other PGMs in TSO - will be passed an OS PARM field

3 XDCCDF - Debug background jobs or tasks via XDC's Cross Domain Facility

PARAMETERS FOR OPTION 1 OR 2 (FOREGROUND DEBUGGING IN TSO):
Does CMD/PGM use ISPF services? (YES/NO) ===> NO Dialog APPLID ===>
Should CMD/PGM start APF auth? (YES/NO) ===> YES Quick Start? ===> YES

CMD/PGM Name ===> |EFBR14
CMD/PGM Parm ===>

Tasklib DSNs ===>
=_-==>
=_-==>
=_-==>
=_-==>
=_-==>
or DDNAME  ===>
Commands DSN ===>

PARAMETER FOR OPTION 3 (BACKGROUND DEBUGGING VIA XDC-CDF):
Connect to XDC-CDF using your current TSO Userid? (YES/NO) ===> YES

Figure 20 Starting ZZXDC Authorized fran its SartupPanéin ISPF

Doing any of these hings should causethe fulscreendisplayshavn in Figure 21on page 46 to appea at your
terminal. In particulay be sue thatmessag DBC830Irepats thatz/XDC hasbeenenteredAUTH ORIZED*. (If
not, then you probaly hawe nd corredly updatedthe IKITSOxx menmbe of SYS1.PARMLIB. Pease se
"XDCCALLA and XDCCMDA: Addtional Corsideratins', on page 20, for more irformation)
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TCB#6 RB#1 ------------------ z/XDC TPUT INTERFACE -----------mmmmmmmmeeoee

XDC ===>

. DBCB854l z/XDC for z/OS

. DBC855I COPYRIGHT (C) COLE SOFTWARE, LLC - 2001-2004

. DBC8561 FOR PRODUCT SUPPORT, PLEASE CALL COLE SOFTWARE AT 540-456-8210

. DBC992I For Online Help, type HELP, then press ENTER. (Not pf-key 1)

. DBC993I Type ? at left of any line for a list of its permitted Line Cmds.

. DBC994I Type LIST HELP to display the Online Help Index.

. DBC996I Type HELP HELP PRINTING for information about printing manuals.

. DBC830Il XDC z1.8 ENTERED *AUTHORIZED*, AMODE(24), UNDER RB#3 FROM TCB#6

. DBC891l XDC z1.8 ENTERED AS AN ESTAI OWNED BY TCB#5

. DBC831l THE ERROR LEVEL AND RETRY LEVEL ENVIRONMENTS ARE THE SAME

_ DBC8411 DEAD MSG: 8067 *** DBC901l SESSION IS READY FOR DEBUGGING, TYPE H AT
THE LEFT FOR MORE INFORMATION ***

XDC ===> L PSW;L EPSW;L REGS

_ PSW 078D1000 00060CE8 (cc-LO) - PRIVATE+5ECES

_ EPSW 078D1000 00060C8A (cc-LO) - PRIVATE+5EC8A
RO 00009B88 00061F90 E7C4C3C3 C1D3D340 *...h....XDCCALL *
R4 C9C5C6C2 DIF1F440 80FDA906 0005EEQOD *IEFBR14 ..z.....*
R8 00000000 00010220 0001BBFO 000606E0 *........... 0...\*
R12 0005DEOE 00055E88 80060CEA 00E43000 *......;h.....U..*

Figure 21 Initial ScreenDisplayed by Authorizd Made ZXDC (with Fullscre@ Quppat Installed)

Also noice tha the title bar of the diplay reports "z/XDC TPUT INTERFACE" (not "ZXDC ISPF
INTERFACE"). This is an ISPF limitaton: ISPF smply does not pemmit authorized programs to use ay of its
sewvices induding its Display Servics. This mears that it will not be postle to ug ISPFS SPLT and SVAP
commandwhile deluggng auhorized pograms runmgin TSO.

Again, you canterminate ZXDC via PFkey 3 or 4 or via anEND command.

Step 7: Installing ZXDC's Cross Domain Facility (CDF)

z/XDC's "Cross Domain Fadlity" permits users at fullscreen terminals to debug aends that have occurred in
baclgroundjobs andsystemtasks. CDF isimplementedas aspeciakenice ofthe ZXDC's fullscreen dsplayoption.
The communication between aterminal use ard a background job is accomplished via VTAM.

In order touseCDF, the canputercentermust crate sone VTAM definitionsandalso run a "life of IPL" task
named xxCDF (where"xxx" matchesz/XDC's nane,see Renaningz/XDC' onpage51). This isa serer taskthat
conrects irterestecndpermitted uers tgobsandtaslks thathawe alended passedontrolto ZXDC, andarewaiting
for saneoneto talkto.

Spedfically, the instdlation of CDF requres thefollowing steps
1) Membea XCDFVTAM of DBCOLE.XDCz18.XDCCDFcortains aseriesof VTAM statenents tfat defire a

major nodenanedXDCCDF (Figure 22onpag47). This node is needed blyexxxCDF sener task These
statemerns nee to be copiedto membe xxxCDF of your systenis VTAMLST library.
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XDCCDF VBUILD TYPE=APPL

XDC  APPL EAS=1,VPACING=0,AUTH=(ACQ,PASS)
XDCSIDE APPL EAS=1,VPACING=0,AUTH=(ACQ)
XDCRTEO1 APPL EAS=1,VPACING=0,AUTH=(ACQ,PASS)
XDCRTEO2 APPL EAS=1,VPACING=0,AUTH=(ACQ,PASS)

XDCTFS01 APPL EAS=1,VPACING=0,AUTH=(ACQ,PASS)
XDCTFS02 APPL EAS=1,VPACING=0,AUTH=(ACQ,PASS)

XDCTSO01 APPL EAS=1,VPACING=0,AUTH=(ACQ)
XDCTSO002 APPL EAS=1,VPACING=0,AUTH=(ACQ)

Figure 22 Typical VTAMLST File for XDC-CDF

2.) Note, XCDFVTAM isgoad "right out of the box". No chargesare necesay. Howewer, if you do wart to
chang thenamnes d the APPLID's ddinedin XCDFVTAM, thenbesureto follow carefullythe irstructions
given inthecommentarycortainedwithin XCDFVTAM (but nd shavn in Figure 22.

3.) If youwart thexxxCDF node toconme upat VTAM startuptime, thenadd xxxCDF's nane (where"xxx"
matchesz/XDC's nane) tothe listof major node nanes found in the active ATCCONxxmember of the
VTAMLST library. Othenwise, thenodewil | have tobe started marudly by an operator command ("v NET,
ID=xxxCDF,ACT ").

4) Member XCDFPARM of DBCOLE. XDCZ18. XDCCDFcortains @ntrol paraneters Figure 23on page 47)
requiredby the xxxCDF savertask They tell xxxCDF what the namesare of the variousAPPLID'sthatare
defined in XCDFVTAM.

VBUILD XDCCDF
APPLID1 XDC

APPLID2 XDCSIDE
APPLID3 XDCRTE
APPLID4 XDCTFS
APPLID5 XDCTSO

Figure 23 Typical SYSN File Paraneters for XDC-CDF

These paraeters need to beopiedto menber xxx(F of a paramter librarysud assys1.PARMLIB. If
you hawe clanged the nanes d the APPLID'sin XCDFVTAM, thenyou will have tomake carespomling
changs in XCDFPARM so that (DF will know what its APPLID nanes are.Fdlow carefully the
instructions givenin the commertary contained within XCDFPARM.

5.) A startupPROC for thexxxCDF senertask suchasis shown in Figure 240onpag 48, needgo beaddd
to one of your system's PROCLIB's. The proc's name should be "xxxCDF" (where "xxx" mathes z/XDC's
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name). A model for the PROC canbefoundin the XCDFPROC menbe of DBCOLE.XDCZ18.XDCCDFThe
JCL shauld be edted asindicated inFigure 24

/I xxx CDF EXEC PGM=xxx TFS,PARM="ROUTER',REGION=0M

/ISTEPLIB DD DISP=SHR,DSN= <an authorized library containing xxxTFS and xxx>

/ISYSIN DD DISP=SHR,FREE=CLOSE,DSN= <a paraneter library containing the xxxCD F parms>
//SYSPRINT DD SYSOUT=* (<--- optional DD card)

All occurrencesof xxx shaild be repacedby ZXDC's nane. (See"Renaming z/XDC' on page 51 for more
information)

The //ISTEPIB statenent will not be reeded of couse,if xxx and xxTFS ae installedinto linklist andor
LPA libraries.

Figure 24 Model JCLfor thexxxCDF Server Task

6.) The xxXCDF srver taskneals tohawe READ accesgo theXDC.AUTH® or AUTH?* rule.

7.) ThexxxCDF sewertak acepslogons fromusesin much the sane wayas desTSOor CICS. If your site
has asecurity system thenthe xxxCDF servertaskneedsto bedefined to thatsystemsuchthat seaurity will
permit xxxCDF to make securitycallsto it in behalfof other wsersPleaseefer bak to "Defining z/XDC to
Your Conputer'sSecuity Sysent' on page 30 for details.

8.) In adlition, xxxCDF exanines tke bdch jobs thaarependng delugging andissues’RACHECK" type
securitycallsto deternine which batchjobsthe logged a user ispernitted todebug. This deckis done
before xxxCDF displaysto the user theli st of jobs pending debugging. Thisis so that xxxCDF will list only
thosejobsthat theuse is permitted to debug. Therefore jf a pendingjob is rot diplayed that shaild be
disgayed thenthis is an indication that the appropriate security systemrulesare not set up corredly.

The rule tlat xxxCDF checls is "FASM.---" for CA-ACF2 and CA-Top Secret systens, and
"XDC.FASM.---" for RACF gystens. Referbackto "Defining z/XDC to Your Conputer'sSecuity Sysent
on page 30 for more irformation.

9.) The following operator ommandsneedto beadded toyour systents IPL process

IV NET,ID=xxxCDF,ACT
If you have nd added xxxCDF's nane tothe ative ATCCONxxmenbe of VTAML ST, then this
commandneeddobeissuedduringor afterVTAM'sstartupprocesslt activates tle xxxCDF major
node definition needed by the xxxCDF task.

I S xxxCDF
This conmandstarts thexxx CDF srver task If the xxx(DF task is started befe its VTAM node
comes p, thenxxxCDF will issueoperato messags aul then just wat for the nale.

%for RACF

S%or CA-ACF2 or CA-Top Secret
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10) WhenxxxCDF sucessfullyconpletesits initialization, it will issuethefollowing two messags awnl then

wait for work to do:
DBC6191 ROUTER MODIFY INTERFACE ACCEPTING COMMANDS.
DBC6551 ENTER "F xxxCDF,HELP" FOR A LIST OF VALID COMMANDS.

Step 8: xxxCDF Installation Verification

In order totestxxxCDF, youfirst must hae abaclgroundjobthat has alendedandis asking for xxxCDF senices.
The jobshown in Figure 250n page 49 will serve thispurpcse.

1 --- JOB ---

II\VP EXEC PGM= XxXx IVP

/ISTEPLIB DD DISP=SHR,DSN=DBCOLE.XDCZ18.XDCLINK

/I xxx PROF DD DISP=SHR,DSN= <your ISPF profile library> (<-optiona DD card)

Wherexxx matchesz/XDC's nane. (See"Renaning z/XDC' on page 51 for more irformation)

Figure 25 Model JCL for Tesing xxxCDF

The//xxxPROF DD card, ifpresentjs usedby zZ/XDC to find theusers$ prdile data(menber xxxXDC18). Fram
the pofile ZXDC deternines sichthings ashowlongit shouldwait for auserto log ontothedebuwgging sessia ard
whether @ nat it shoulddisplayaWTOR tothe geratorgernitting themto abortthe lagonwait prior to itstiming
out. If //xxxPROF is omitted, then ZZXDC uses "factory defauts".

There ardwo ways uses canlog onto CDF:

I TSO wsers vith ISPFcan use/XDC's SartupPané ("XDCPANEL", see'Addng XDCMLIB, XDCPLIB,
and XDCTLIB" on page 23). FFomthatpanel,selectoption3 to comed to xxxCDF

I Other users can simply logon diredly to xxxCDF from an idle VTAM teminal. By defaut, the necesary
command is "LOGON APPLID=xxx".2>3 xxxCDF will then preset the user with a saeenrequesting his
useridandTSO massvord (Figure 26on page 50).

*At some Data Gentes, he correct comand would be "LOGON APPLID (xxx)".

33Where "xxx" matches the APPLID1 definition found in the xxxCDF parameter @rds. If xxxCDF has beeninstdled as drected, then
"xxx" will match z/XDC's name.
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TCB#23 RB#1 -----mmmmemmma- XDC-CDF VTAM INTERFACE ------------- A.S. XDCCDF
XDC ===>
XX XX DDDDDDD CCCCCC /| CcCCCCC DDDDDDD FFFFFFFF
XX XX DD DD CC CC /I CC CC DD DD FF
XX XX DD DD CC Il cc DD DD FF
XXXX DD DD CC Il cc DD DD FF
XX DD DD CC Il ccC DD DD FFFFFFF
XXXX DD DD CC Il ccC DD DD FF
XX XX DD DD CC Il cc DD DD FF
XX XX DD DD CC cC / CC CC DD DD FF
XX XX DDDDDDD CCCCCC | cccccc  DDDDDDD  FF
USERID  ==>
PASSWORD  ==>
NEW PASSWORD ==>
RACF GROUP ==>
PROGRAMMERS NAME ~ ==>
ACCOUNTING INFORMATION ==>

Figure 26 Logon Screen for VTAM connectionsto /XD C's CrossDomain Fadlity

Once within xxxCDF, the userwill be presentd with alist of akendedbadgroundjobs andsystemtasls thathe
is pamitted (according o system security) to debug (Figure 27on pag 50). Theuser sould merely selectthe
desiredob (by typinganS nex to thejob'sname). Hewil | then beconnectedto thejob's deébugging session. He wil |
see anamal ZXDC debuwgging screenand he will be able toissuenarmal ZXDC commands.

TCB#23 RB#1 ----------mmommm- XDC-CDF VTAM INTERFACE ------------- A.S. XDCCDF
XDC ===>
Type S below at the left to select the debugging session to connect to.
JOBNAME STEPNAME PROCSTEP PROGRAM MODULE ASID OWNERID

_ CDFXDCTS A XDCCALL WTOR 0015 DBCOLE

Figure 27 XDC-CDF Job ®lectionmenu

Forfurtherinformation,thowgh, the wser slouldtypeHELP CDF** before proceeding.

3IAfter seleting the jobto be debugged not before.
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Step 9: Renaming z/XDC (Coexisence with Older XDCs)

If youwart to installz/XDC z1.8intoyoursystemandhae it cexistwith an dder versionor releae ¢ XDC, you
candoso,but in order to do youwill have torenane ore orthe dher d the XDCs. (Usually one would decide
torenanethenewerXDC.) Youmayrenane ZXDC to ary othe 3-charactenane youchocse but the reconmended
name wouldbeZ18.

The nanes of allzZXDC loadmoduleSNnDBCOLE.XDCZ18.XDCLINKandinDBCOLE.XDCZz18.XDCPLPAgtart with
the claracters{DC. Thesdirst threecharactersanbe chaged to ZB, to DBC to you initials, orto anyother legl
three charaders you choose. The remaining characters in each name must rot be altered. A reramed ZZXDC is
referred toas a z/)OC clone

Before deciding to rename z/XDC, consider the following:
I If you changethe names of any z/XDC load modules, then you mug change the names of dl of them.
! The ZXDC load modules may be renaned drectly within the DBCQE. XDCZz18.XDCLINK and
DBCOLE.XDCZ18.XDCPLPAibraries; but remember, inorder to apply mantenance, youwill haveto rename

themall backto XDCnnnm, thenapply the maintenace, andthenrenane themall back to their clne
names.(At my own shop, I've written aclist todo this. That clist isshown in (SeeFigure 28onpage 52.)
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RENZ18Clist

PROC 2 OLDNAME NEWNAME
CONTROL LIST

IF &SYSENV EQ FORE THEN +

CALL 'SYS1.CSW.LINKLIB(PDS)' 'RENZ18 "DBCOLE.XDCZ18.XDCLINK""
ELSE +

PDS 'DBCOLE.XDCZ18.XDCLINK®
REN &OLDNAME &NEWNAME GROUP

PDS 'DBCOLE.XDCZ18 XDCPLPA'
REN &OLDNAME &NEWNAME GROUP
EN

Thisis asanple CLIST for renaming az/XDC clonefrom oneclonenameto arother. It usesanold shareware
commandnanedPDS. Usag:

RENZ18 718 XDC renanes allmodulesfrom Z18nmnnto XDCnnnm.

RENZ18 XDC Z18rewerses th rerane.

If youdont hawe PDS, any similar commandwith equivalent @pability will do. But thee's apretty seriows
gotcha that need to be conglered! XDCCALL has three alias names XDCCMD, XDCCALLA , and
XDCCMDA . The directoryentryfor eachof these aliasgidenifies XDCCALL as themodules primarynane,
andIBM providedtools(suchas ISPFs "Library Utility ", option 3.1) donot offeranymechaimsmfor updaing
alias drectoryentrieswhen reramng aprimary nane.

ThePDS commanddoesthenecessgy updding autonatically. (Theremay beotherscommandsthat  alsq
but if so,l hawent heardof them)

" PDS canbe found at the "CBT mods" web site www.cbttage org/freepds.htm

Also, a vendor sypported successor product named "STAR TOOLS" can be purchased from Seena: 800-457-3736. WEB:
www.serenacom, thensekct "prodicts”, hen"Star Tools".

Figure 28 RENZ18 Clist

I Youwill have torepeathis processeachtime thatyou apply zZXDC maintenace.

I If user programs are written to invoke zZ/XDC internally, then they may become dependent upon the name
that you choase.Thus, yur nane cloice nay beome "locked ifl' over time.

Note Figure 28on page 52 discusses a difficulty that arises when atempting o rename load modules that have
aliases. It further suggests the use of the PDS command as a way to resolve that difficulty. If you do not havea
renamingmechanism that successfully adiresseshe problem dscussé in Figure 28 thenyou will not beable
to createand use ZXDC clones
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Consderations fa Using a Renened zZKDC

The alility to creae renamed cloesof ZXDC makesit possible to smultaneoudy run any corbination of XDC
versionsandreleasethat youwish. However, there arese\eral consideratiasithaineed to be takeinto accant.(For
the purposesof thesillustration, let me presume that you have chosento usea clone name of Z18)

I User's will have toinvoke ZXDC using clone nanes Z18nnnnn names) instead of XDCnnnnn nanes.
Exanple:
/IA EXEC PGM= Z18CALLA,PARM='1EFBR14'
t If yourprogans hase hadcoded LOADsfor the XDCloadmodule,theywill have tobe dangd tousethe
clonenane instad. Exanple:
LOAD EPLOC==CL8'Z18'

I Any //XDCxxxxx DD cardsor dynarnic allocgionsyou might have foryour debwgging sessias (pofiles,

tracespthercontrols)will have tobe dhangd.Exanple:
/I Z18xxxxx DD ...

! At IPL time, you will needto runa Z18INITc prac sinilar to the XDANITc prac describedin Sep 5:
Installing z/XDC's Serviceand Hook S\Cs(via the XDCINITc Jb) (page 9). Proceedasfollows:

I Make acopyof your XDCINITc prac, andrenane it toZ18INITc.

I Edit Z18INITc tochang alloccurremmes ¢ XDC to Z18.

! Add a//STEPUB cardif necessary but nde thatthe libray must ke APFauthorizd.

I Add acommandto your IPL procesgo autonatically start yp Z18INITc, but t&ke careto see tlat
Z18INITc does not run until after XDCINIT ¢ has gtarted! (Normaly, XDC's hook SV C is#199. If
you allow Z18INITc torunfirst, thenSVC #199will became Z18s hak SVC, and XDC's hak

SVCwill becone #197. That mght cawse poblens forsone ofyour XDC users)

! In ISPF tousetheZ18 nane, at theXDC Sartup Panelyou sinply hawe totypeZ18 onthecommandline
andthenpressENTER. The pankwill automatically adjust itself tdnvokedZ18 instead of XDC.

! For CDF, youneed to do thefollowing:

! Make acopy of your XDCCDF Startup Proc, andrenane bdh it and everything within it from
XDCxXxXXXX t0 Z18XXXXX.

! Make acopy of the SYSIN file referenced by your Z18CDF Sartup Proc,and perfam similar
renameswithin it.

! Make acopy of your XDCCDF VTAML ST menber, renane it to Z18CDF and performsimilar
renameswithin it.

I For auto-start of Z18CDF's nalesat IPL time,addZ18CDF toyour VTAMLST(ATCCONXxx) file.

I Also, adda SZ18CDF commandto your PARMLI B(COMMNDxx) file.
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I For TSO, you will have toaddZ18CALLA andZ18CMDA to the AUTHCMD sectionof your active
IKJTSOxx member of RRMLIB .

I Note security systemrulesdo not hawe tobe gecifically createdor changed fa anyclore. All clonesof
XDC will honorsecurityrulesbaseduponthe rame XDC (nat the clone€s name).

I Howewer, For sitesthat tse theCA-ACF2 securitysystem the following actiors have tobe talen:

I CA-ACF2hasanoptiond tade of permitted TSOcommands (both auhorizedand nonauthorized).
If presert, thenthat table needs to have ertries added to it for xxxCALL, xxxCMD, xxxCALLA,
XXXCMDA, xxxTFS,andxxx (wherexxx is the desiredclonenane [Z18in the current example]).

I An xxxXCDF logonidneed tobe crated fa the Cros Donain Faclity. Thisid, like the XDCCDF
id, mustbe asigned atleast the bllowing atiributes: MUSASS, ST, and RESRICT.

I XDC PROHLES: When auser firststarts upz 18, if hehadasawedprofile in the dder XDC, thenZ18 wil |
not ke abbe to find it autonatically So to accesshis dd profile, he will have toissuethe fdlowing

commands:
PROFILE READ XDC16 XDC
PROFILE SAVE

The PROHLE SAVE commandwill causeheprofile to berewrittenusingthenanme Z18XDC18 (z/XDC's
default profile name when running under the clone name of Z18).

The renainderof thisInstall Guide assunes tha zZXDC hasnot keenrenaned.

Step 10: Making DBCOLE.XDCZ18.XDCADATAhe Default MAPLIB L ibrary

The DBCOLE.XDCZ18.XDCADATAlibrary cortains ADATA* for a few of ZZXDC's load modules the nost
impottant of which is the XDCMAPS load module. XDCMAPS contains mapping informaion akout a vey large
number d IBM systemcontrolblocks.theDBCOLE.XDCZz18.XDCADATAibrary cortains sarrceimage information
abou thos cotrol Hocks. Corsequatly, it is usdul to set upDBCOLE.XDCZ18.XDCADAT/Asa ddault pace fo
zZ/XDC to lodk whenit need tobuild dsectmapsin respnseto aDMAP command.

The placewhere z/XDC looks for ADATA is calleda"MAPLIB library", andz/XDC has a "SET MAPLIBS"
commandwhereby uses canbuld and save ore ormore listsof MAPLIB libraries.

z/XDC also las afacility wherebyyou can create default MAPLB list thatwill be adomatically available toa
user's debugging session without requiring him to issue the SET MAPLIBS command. This default MAPLIB
information is kepin the uses sessionnofile. TheDBCOLE.XDCZ18.XDCADATAoOr whaewver you hawe reramed
it to) library is agood candidate for being a dehut MAPLIB library. To make ita deaut MAPLIB library, youwil |

ADATA is a fle of dat praluced dumg the assenbly or aprogram and thatcontains a Arge amountof information abait the source
code of thatprogram and he assembly process for thatprogram. ADATA can beproduced bah by IBM's High Level Assembler and by
Tachyon Software's Cross Assembler and Dignus' Systems/ASM assembler.
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hawe tostart azZXDC debugging sessia ard then isste thefollowing commands:

SET MAPLIBS RESET DBCOLE.XDCZ18.XDCADATA® SAVE

PROFILE SAVE
But dont actudly issue these commandsyet Read the next sedion ("Changng the Defaut Profile: TFSXDC18")
first.

Step 11: Changing the Default Profile: TFSXDC18
TFSXDC18, as nentional earlier isa systemwide default profilefor z/XDC (see Addng XDCMLIB, XDCPLIB,
and XDCTLIB" onpage 23). Whena useinvokes 2XDC for thefirst time, TFSXDC18 isthe pofile tha is loaded
for hisuse ¥ Itisloadedby ZXDC recardless ofwhether zZXD C s running within or ouside ofanl SPF environmert.
If auser diangeshis pofile daa andthenissus aPROFLE SAVE conmand,thenz/XDC storesthe clanged

profile into theusea's own profile library in a member ramed xxXDC18, where"xxx" matchesz/XDC's nane (see
"Renaning z/XDC' on page 51).

How to Change z/XDC's Sysem Wde Default Profile
If youwish to changethe distributed default profile, then do the following:

I ReviewtheHELP FULLSCREENPROHLE topicin zZZXDC z1.8User's Guide (orin zZXDC's OnlineHelp)
to learnabaut thekindsof things thatz/XDC sa\es insessiorprdiles.

I Start upz/XDC. Your currert profilewil | beloaded (It doesrit matter whether you start XD C from within
ISPF or from TSO's "READY" mode).

I Type RROFILE READ XDC TFS. This will force zZZXDC to readthe system default profile naned
TFSXDCZB8.

I Alternaively, type "FROFILE RESET"to cause/XDC to res¢ all profile daa to"factory defaults" values
that are asenbleddiredly into ZXDC itsdf (thereby bypassng TFSXDC18).

I Issuethe fdlowing commandto make theDBCOLE.XDCZ18.XDCADATAibrary the defaulMAPLIB* for

futuredebugging sessias:
SET MAPLIBS RESET DBCOLE.XDCZ18.XDCADATA® SAVE

Seethe precedng sedion ("MakingDBCOLE.XDCZ18.XDCADATAheDefault MAPLIB Library", page 54)
for more irformation.

3%0r whatever you have renaned this Ibrary to.

%If a wer has previously saved his own ZZXDC profiles, then ZZXDC will not auomatcally load TFSXDC18 Instead, it will loadthe
usa's pofile and the autanatically convert it, if necessay, to z1.8 format. But z/XDC will notwrite the conwerted prdile back todisk
unless and urtil theuser issues a PROFILE SAVE canmand

%A MAPLIB library is alibrary that contains ADATA files created by an assembler and from which zZXDC's MAP and DMAP
commands canbuild Source Image Maps for use in ®urce Levd Debuyging.

3%0r whatever you have renaned this Ibrary to.
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I Usez/XDC's "PROFLE" command(without operamis)to enterinto amenusystem(seeFigure 29on page
56) thatallowsyouto diplayandchangall® of zZXDC's curent pofile settirgs.Make ary desred cranges
by sinply overtyping thedisplayed pofile values.

TCB#6 RB#1 ---------=-=-=-=-- Z/XDC TPUT INTERFACE -------mmmmmmmmmmmemeeeee
XDC ===>
Issue the END, QUIT, or CANCEL command when finished with this panel.

The currently active profile is named XDC.

It was read from member TFSXDC18 of DDname ISPTLIB.
Profile data is saved only upon explicit request.

Some profiled values have changed since this profile was read.
Should this profile be saved now? ==> NO

Select one or more of the following menu options:

Display/Change TSO/ISPF/CDF Related Settings.

Display/Change Terminal Definitions.

s Display/Change Debugging Session PF-keys.

Display/Change Online Help PF-keys.

s Display/Change Session Logging Parameters.

Display/Change Window Control Parameters.

Display/Change READ Command and ZAP Command Parameters.
Display/Change FORMAT/TRACE/ZAP/FIND Parameters.

s Display/Change PRINT and Misc. Other Parameters.

Figure 29 ZIXDC's Rofile Menu System

I Exit the pofile menusvia END commands(PFkey 3) or aQUIT command.

I Type "RROFILE SAVE XDC TFS" tosave the changd pofile back into your profile library under tre
menber ramed TFXDC18.

! Leave Z/XDC andinvoke ISPF's "Move/Copy Utility" (=3.3).

I Move (not just copy) your changed profile (member name TFSXDC18) from your profile library to your
systemistable library.

Which SystemAide Default Rofile ValuesYou Might Conside Changng

Asdiscusgedaboe, it isimportantto setuptheDBCOLE.XDCZz18.XDCADATAibrary asadefault MAPLIB library
for ue by your user ommurty. If you haent dore so alreag, then pease se 'Making
DBCOLE.XDCZ18.XDCADATAheDefault MAPLIB Library" on pag 54 for more irformation.

Initially, there should beery few other profiletems whose defdts should be cinged o asystemwide hasis.
The initial default valueshave recéved mnsideable troucht, andl feelthat they aregoodfor mostusersOf course,

“OAll exceptMAPLIB lists, thatis.
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as sers @in experiencewith ZZXDC, theyquite likely will want tomake sgecific changes o anindividual basis.
In ary case the following default prdfile settings mght beworth changng on asystemwide basis:

I Session LogFileAllocation: ZZXDC supports auomatc or marud logging of debugging sessonseitherto
diskor SYSOUT gpool files Theinitial defaut is for ZXDC to automatically log all debugging sessionsto
"hold" dassX onspod. If "X" isnat your stardard held output class thenyou should charge the default to
the appropriateclass.(SeeFigure 30onpag 57.)

TCB#6 RB#1 ---------=-=-=-=-- Z/XDC TPUT INTERFACE -------mmmmmmmmmmememeeee
XDC ===>
Issue the END, QUIT, or CANCEL command when finished with this panel.

Currently, the log is open.

SESSION LOGGING OPTIONS:
Automatic session logging in effect? ==> YES
Number of scrollable messages ==> 10000 (100-32767)
Write log files to disk or spool? ==> SPOOL (DISK, SPOOL)

Output characteristics when logging to spool:
Dataset SYSOUT class ==> X
Place in Held status? ==> YES

Printer destination ==>
Output Limit (OUTLIM)? ==> 0 (0 or 1000-16777215)
Output characteristics when logging to disk:
Unparsed DSNAME ==> *P *XLOG.*D.*T
Resolved DSNAME ==> DBCOLE.XDCLOG.D030925.T091511
Allocation volume ==>
Allocation unitname ==>

Append or overwrite? ==> APPEND (APPEND, OVERWRITE)

Figure 30 Profile Setting forzZ/XDC's SessionLog

| would not, howewver, recormend turningoff logging sinceauser @annd predct whenhe mght ne=d it. |
also woud not recormend reroutinghelog from spal to disk be@usethat wouldlead toanaccunulation
of disk daasets that saneme from time © time wauld have o goto the trouble of ddeting.

A heldclass @ spol isidealbecase ifit is needé, it canbeveryeasilyprinted or offloadedto disk, and
if it's nd neeced, then Opeaationsat many conputer centerstypically runs a periodic command that
auomatcally purgesdl held output that hasremained too long on spodl.

I xxXPRINT File Characteristics: zZZXDC supmrtsa"PRINT" commandthatuserscanuseto prirt various
things sut asselectd portionsof the Online Help andewen entire ZXDC manuals.Users ca use the
PROHLE Menu Sygtemto custonize thecharacteristicef the gintedoutptt file. (SeeFigure 31onpage
58) You may want to check out thesesetting ard perhapschang themif necesary to match tle
characteristicef your most typical grinters.
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TCB#6 RB#1 ------------------ z/XDC TPUT INTERFACE -----------mmmmmmmmeeeee
XDC ===>
Issue the END, QUIT, or CANCEL command when finished with this panel.
PRINT AND MISC. OTHER OPTIONS CHOICES
60 XDCPRINT lines per page: 10-255 or 0 (no pagination)
X XDCPRINT and SYSUDUMP output class: A-Z, 0-9, or *
DEFAULXDCPRINT output status: HOLD NOHOLD DEFAULT

YES Upcase csect names and quoted strings? YES NO
NO Intercept/debug CANCEL/DETACH abends? YES NO

AMODEMeaning of "I" indirect operator: AMODE 64BIT
5 Multitasking timeout interval: 1 to 3600 seconds.
~ Builtin Function Leader Character: ¢ ~

Figure 31 Profile Setting forxxxPRINT OutputFiles

! Individual PF-key Assignmens: Many of z/XDC's factory defailt PF-key assigiments ae "real
nongandard. (SeeFigure 32onpage 59.) Accordingly, thetemptation, for many people, is high o change
them, but pleasethink twice before doing so. The factory default definitions have beenwell thought out.
For example, "SET SCREEN CREATE" is avery powerful and us€ul commard, but is relaively hard to
type."HELP", onthe otherhand alsois powerful anduseful,butis relatively easyto type.Accordingly, |
hawe closento make "SET SCREEN CREATE" the cefault séting for PFkey 1, not "HELP".
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TCB#6 RB#1 ---------=-=-=-=-- Z/XDC TPUT INTERFACE -------m-mmmmmmmmmememaeee
XDC ===>
Issue the END, QUIT, or CANCEL command when finished with this panel.

_ Select here to view and update the PF-key sets to ranges assignments.

PFK# SET-A

1 1ST SET WINDOW DELETE

2 2ND SPLIT

3 3RD END

4 ATH END COMPLETELY

5 5TH FIND

6 6TH TSO -

7 7TH UP -

8 8TH DOWN -

9 9TH T

10 10TH T BY

11  11TH T NXSEQ() NXSEQ(2) NXSEQ(3) NXSEQ(4) NXSEQ(5) NXSEQ();GOT

12 12TH RETRIEVE
TCB#6 RB#1 ------------------ 2/XDC TPUT INTERFACE -----==mmmmmmmmmmmmmmmmmmeee
XDC ===>

Issue the END, QUIT, or CANCEL command when finished with this panel.

_ Select here to view and update the PF-key sets to ranges assignments.

PFK# SET-B

13 1ST SET WINDOW CREATE
14 2ND SPLIT NEW

15 3RD END

16 4TH END COMPLETELY
17 S5TH SCANLOG -

18 6TH TSO -

19 7TH UP M

20 8TH DOWN M

21  9TH SWAP NEXT

22 10TH LEFT -

23 11TH RIGHT -

24 12TH RETRIEVE +1

Figure 32 Defadt PFkey Definitions

As| said,some ofthe cefaults ae realnongandard but thee aregoodreasondor this.

Before making anychanges to lie irstallation defults, pleasereal theHELP FULLSCREEN PFKES
DFLTKEYS tic (in ZZXDC z1.8 User's Guide or in ZXDC's Online Help) for the detailed eéscriptiors
of what the ddault PF-keys areanddo.

Referto theHELP FULLSCREEN PROHLE topicin zZZXDC z1.8 User's Guide orin zZXDC's Online Help for
more cetailed iformationabou userprofiles.
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Step 12: Exit Routines

If you or your uses have exit rouines trat hae been witten for prior versionsor releaes & z/XDC, thenyou
probally should reassamnble them There may have been some chargesin the programming interface tha the exits
use. See ZZXDC z1.8 ReleaseGuide for more irformation. Also, check ou the commentary locatal in the
#DBCPARM macro(foundin theDBCOLE.XDCZ18.XDCMAC$ brary).

ZIXDC contairs interfaces foan "Installatiorexit" ard for seweral "User exts". "User exts" generallyareprovided
by the individual users of ZZXDC to meet specific needs that may arise during the debugging of specific programs
or sibsystens. "I nstallationexits" aremore gprogiately implementedon a systemwide kasis.

Only one hstallation ext is currenty suppated by XDC:

A System Seaurity Intercept Exit

This exit canbe usedto intercept ZZXDC's cdl sto the SAF Interface (the"System Authorization Fadlity")
in Z0S Whenewer ZXDC runsauthorizd (sieh & duing the XDCINITc PROC, seepage 39), it checks
the swtenis ALPA, FLPA, andMLPA for amodulenanmedXDCACIF. If found, thenapointerto it is sawed
in aprotectedcortrol block for useby bah thecurren aswell as allsubsegentexecuionsof zZZXDC and
anyof its clores.

XDCACIF must regde an canmon storage. Any copy of XDCACIF that ZXDC might find in an aldress
spaces private areas ignored

XDCACIF mug exped the same inputs and make the same returns asz/OS's SAF Interface does. Referto
IBM documentationfor details.Thecallsthatz/ XDC makesaredocumentedabow in "Defining z/XDC to
Your Conrputer'sSecuity Sysem' onpage 30. Also,seethe HELP EXITS ACIF topic inzZ/XDC z1.8Uséa's
Guide orin zZZXDC's Online Help.

XDCACIF will interceg only SAF calls madeby z/XDC. It will notinterceptSAF callsmadeby anyothe
system, vendor, or user program.

Souce cale fa asanple ACIF &it canbefoundin DBCOLE.XDCZ18.XDCASM(SRCACIF)

For more information about User Exits, please read the HELP EXITS topic in z/XDC z1.8 User's Guide or in
zZ/XDC's Online Help. ThesupmrtedUserExits are:

A Usa CommunicationsInterface ("U CI" ) Exit

This exit can be used to redace zZXDC's own user communicatons interfaces Normally, ZXDC will
communicate with the user via either TPUT/TGET's or WTO/WTOR's. With a UCI exit, user
communicatiors canbedirectedtowards aly devce or path desired.For more irformationsee tle HELP
EXITS UQ topicin ZZXDC z1.8 User's Guide or in ZZXDC's Online Hep. Souce cale fa a sanple UCI
exit can be foundin DBCOLE.XDCZ18.XDCASM(SRCONLHG)

“This module must be named XDCACIF regardless of whether or not z/XDC itself has been renamae.
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Consdidated Exits
zZ/XDC currentlysupportsthe fdlowing five cansolidded exts:

I An "Initialization" Exit
Thisexitis cdled everytimez/XDCis enkered inanon-aborive environment, i.e., whesver z/XDC
is called with an SDWA provided (/XD C abortswhen it is called without an SDWA).

I A"Reaumption" Exit
Thisexitis called every timez/XDC is about to return to its caller (usually the RTM, the system's
"recowery/termnationmanagr") with "retry’ signaled.

I A"Termination" EXxit
This exit iscalledevery time ZXDC is abaut toreturnto itscaller with "percdate” sighaled.

I A"Usea SVC" Exit
This exit iscalledby ZZXDC when it is processig a TRACE commandandthe curent ingruction
is auserSVC(or an"EX" of a uer SV/C). Sometimes,user ¥C rouines nake na-standardeturrs
to locationsotherthantheimmediatelyfollowing instruction This exit canbe usedto predict for
zZ/XDC when auser SVC will nake such anonstandardeturn and where that return wikk nade
to. This exit isnecessg duing zZ’XDC tracingin orderfor ZZXDC not tolosecontrolof thetrace.

I A"Use Commands" Exit
Thisext iscdledby ZZXDC when it hasbeengivenacommanrd thatit does not recognize. The exit
may proces®r reject theeommand.Interfacego seweral interml ZXDC senice rodines ae made
available to the exit. Source code for a sample User Commands Exit can be found in
DBCOLE.XDCZ18.XDCASM(SRCXUCMD{SRCXUCMD implements aLIST TIOT commandfor
zZ/IXDC.)

All consdidated exits nust ke pakaged taether ino asinge moduleandfront-endedby auser witten
router routine Thus if any consolidatedexit is written thenat least null versions of al consdidated exits
must ke written. Useof consolidatd exits is documntedin the HELP EXITS MISCXITS topicin z/XDC
z1.8 User's Guide or in ZZXDC's Online Help. Source for a sample router module can be found in
DBCOLE.XDCZ18.XDCASM(SRCXITSR)

A "Fr ont-end/Back-erd" Routine

Every timez/XDC receives control, it GETMAIN's and builds an multi-pagetemporary dataarea. Every time
it releasegortrol, it FREEMAIN'sthatareaz/XDC hassuprt tha allows afront-endroutineto provide
the pagesof storagethatz/XD C usesfor itstemporary data. This hasbeen useful for making ZXDC operate
in certain highly constrained environments found at one or two customer Stes. Please seethe HELP EXITS
topicin zZZXDC z1.8 User's Guide orin Z’XDC's Online Help for more irformation.
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INSTALLING A DEBUGGING INTERFACE INT O JES2

DBCOLE.XDCZ18.XDCJES2containsaninterface for usng zZXDC to debug JES2 code This interface will fit al
releagesof JER from MVS/370 SP 1.3.6 through at leag the Z/OS 1.3 release of JES2 (and probably beyond).

Pleasaundestand that thisnterface is necessaoply if you intend to us ZXDC to débug JES2codeandJES?2
exit rautines.If you do nd intendto write any modsor ets for JES2 then you neednot install thisinterface,and
you canskip readng thissection.

If youdecidetoinstall this interface, thenyou should alsomake a copy of this sedion of this marud available to
your JES2 praogrammers. It cortains irfformation that the will needto know Also the/ stould readthe HELP
DEBUGGING JES2topicin zZZXDC z1.8 User's Guide orin zZXDC's Online Help.

What the XDC/JES2? Interfacels and Does

The XDC/JES2 interface alows the customer to use z/XDC to debug mods and exit routines running under JES2's
main ta&.* This interfae consists of threeomponents: two JESZXits andan gtionalsourcecodeupdae file. The
two exts ae an Exi 0 for implementngan "XDC" initiali zation option and an Exi5 for implementhga "$XDC"
command. The saircecodemodification makes clanges to ES2s "$CB" and "$MODULE" macrosin sypportof
ZIXDC's cset mappingconmand.

Each of the three canponents of the XDC/JES2 interfaceis cometely independent of the other two. A
customermay freely install or not install any or all of the compnerts in any combination.

The Members of DBCOLE.XDCZ18.XDCJES2
The XDCJESZibrary cortains tte following members fo the JES2interface

J2IFXITO andJ2IFXIT5
Contains saurce code for a JES Exit 0 and an Exit 5 routing, reectively.

J2IFASMO andJ2IFASM5
Contains sample JCL for asnmbling J2FXITO ard J2IFXIT5, regectively.

J2IFLKDO andJ2IFLKD5
Containssample JCL for linkedting 2IFXITO ard J2FXIT5, repectively. Pleae nde thatthes two exits
mug belinkedted as "serially reusable” (i.e. "PARM="REUS..."") ard nat asreertrart.

J2IFUPDT
Cortains asouce cale pdateto JESZ $B andthe MODULE nacros.

“2Currently, theinterface does not directly suppat debugging exits running under JES2 sibtasks. To debug such exits, follow the
procedures outlined in z/XDC's Online Help. Start z/ XD C and then type HELP DEBUGGING EXITROUTINES.
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J2IFUJCL
Contains sanple JCL for applying J2IFUPDT to JES2's saurce library.

J2IFHASM

Cortains saple JCL(a) forcreatingaHASPDOC loadmodulecontainng afull setof JES2controlblock
mapsfor usee byz/XDC, and(b) for reasserling anyor all of JES2s source mduleswith cset mapsfor
use by ZXDC and with redundart dsect maps edted out.

Exit 0: The "XDC" In itializ ation Option

Exit O adds suport pemitting a systen opertor to include "XDC" in hisreply to ES2S initiali zation WTOR
("$HASP426 SPECIFY OPTIONS - JES2 SP v.r.m"). If the operator doesspeify "XDC", then anexit routinewill
locateandloadinto gorage acopy of ZZXDC, issueanESTAE macroto make ZXDC the rewes$ ESTAE rouine,
andthenexecue a#DIE macroto brealpointto z/XDC. At this point aJESZroganmmer carusez/XDC's canmands
to load maps,setbrealpoints,etc. Then vhenhe isready he canissue zZXDC's "GO" commandto retun cantrol
backto JES2whichwill then proceedwith itsinitialization.

This "XDC" initializationoptioncanbeusedby the JES2progranmmer toturn the ZXDC debugging interfaceon
andto pass catrol to ZZXDC as edy aspossilbe in JES2initialization. From this pint ZXDC conmandscanbe
usedo setbrealpoints for the debuging of JES2initializationroutinesas well asanyothe JES2main tag rouines.

Dueto JES2envronmentlimitationsexistingat thetime that JES2searche$or andinvokes Eit O routines,the
load nodule containg z/XDC's Exit Omust be narad exactly'HASPXITOQ". If the custoner alreagt hasandher
Exit O routine, then that routie nmust ke memed with zZXDC's Exit 0. For more irformation, pleag referto the
apprriateUser Modifications ard Macros manualfor your releaseof JES2 Also, refer to cormentarylocatel
within thesourcecodefor zZZXDC's Exit O.

The soure cale fa ZXDC's Exit O is cortained in "2IFXITOQ". Sanple XL for asserbling theexit iscontaired
in "J2IFASMO". Sanple JCL for linkeditingtheexit iscontaired within "2IFLKDO". Please note that this exitist
belinkedtedas "srially rewsable” (i.e."PARM="REUS..."") ard nat asreertrarn. Also, it is reammended that this
exit be assmbledandlinkeditedwith PARM=TEST.

JES2Zinitialization paraneter card arenot reededfor defining EXIT 0. Thisis be@auseJES2searcles forand
invokes Kit O routineslong befae it processeds initializationparaneter card.

Foradditioral techmical information, pleag seeconmentaryfound within thesourcecodelocatedin J2IFXITO.

Exit 5: The "$XDC" Command

Exit 5 add suport for a "$XDC" comnand and nakes a chege to the hanlling of the "'$PES2,ABEND"
conmmand.

The"$XDC" commandcanbeusedto turnon,turn off, andquerythe statusof ZXDC debwgging within JES2as
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follows:

"$XDC ON" or just"$XDC"

This commandturnson zZ/XDC debwgging within JESZ main task Frst, it checls tosee ifz/XDC has
alreadybea loadedinto gorage ard egablishedasthe JES2maintasks newestESTAE routine.If not,then
it loads a copy of ZXDC into storage ard thenissuesan "ESTAE" maao to make it the newves ESTAE
routine.

Next, the conmand attachesa sibtask that traps to z/XDC via a #DIE macro (available fraon
DBCOLE.XDCZ18.XDCMACKH0 pass control to z/XDCAt thispant, ZZXDC commandscanbe wsedto load
maps setbre&points, et. When a GO comindis issued, thesubtisk teminates untl the next $XDC ON
commandis issuel.

"$XDC OFF"

This commandturnsz/XDC debuwgging off in JES2 If z/XDC currentlyis the newesESTAE rouine,then
this comnandisauesan "ESTAE 0" macroto cancd z/XDC and tlen a ' DELETE" macro b remoe z/XDC
from theaddresspae.

"$XDC STATUS" or "$XDC ?'
This commanddisplays messags reprting thecurrentstatus (a o off) of the ZXDC interface.

No ill effects arise from issuing mutiple "$XDC ON"s ard/or "$XDC OFF'sin a ow. "$XDC ON" will always
breakpoirt to ZZXDC, but t will notcreak excessve z/ XDC ESTAE's."$XDC OFF" wil delete thenewes ESTAE
only if itis z/XDC.

Whenthe ZXDC interface is on, angbends$ERRORs, and/orbrealpointsthat acurwithin JES2 nain tag*
will causecontrolto pas toz/XDC. On the otheg hard, when the interface is off, al aberds, SERRORs, and
breakpoints wil | causecontrol to be paseddiredly to JES2's "Catagrophic Error” routing, "SABEND" (which wil |
see bre&kpoints as nathing more than 0C1 akerds).

Thesourcecodefor ZZXDC's Exit 5 is contairedin "J2IFXIT5". Sanple JCL for asserhling theexit iscontaired
in "J2IFASM5". Sanmple JCLfor linkeditingtheexit iscontairedwithin "J2IFLKD5". Pleasanotethat thisexit must
belinkedtedas "serally rewsable” (i.e."PARM="REUS..."") and nat asreertrarn. Also, it is recmmended that this
exit be assmbledandlinkeditedwith PARM=TEST.

To adivate ZXDC's Exit 5, thefollowing paraneter card need tobeaddedto JES2s "HASPRARM" file:

LOADMOD(XDCEXIT5)
EXIT5 ROUTINE(EXIT5XDC)

Foradditioral techmical information, pleag seeconmentaryfound within thesourcecodelocatedin J2IFXIT5.

Exit 5: The "$PJES2ABEND" Command

When zZ/XDC's interface is on, al aends, induding $ERROR abends, occurring within JER's main task are

“3Currently, theinterface does not directly suppat debugging exits running under JES2 sibtasks. To debug such exits, follow the
procedures outlined in z/XDC's Online Help. Start z/ XD C and then type HELP DEBUGGING EXITS.
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intercepted and handled by /XD C instead of by JES2's own routines This includesthe "PJ2" $ERROR that occurs
when the"$PJES2ABEND" commandis issuel.

Whenz/XDC intercepts ard hardlesan alend (such astheone ceaed by the"$PIES ABEND" commanrd), it is
possite thatthe JESProgammer mght isste z/XDCs "GO" conmand to causeElS2toresune execution as the
abendhadne\er hgpered. JES2s own implementationof the "$PJES2,REND" command, howewer, doesnot
anticipate this possibility, and soit has no way to return control to JES?'sdispatcher to resumenormal processing.

The implementation of the "$PIES ABEND" command within z/XDC's Exit 5 providesthe following way to
resune namal JESZexectdion, shoud the JES2progammer sodesire:

I Whenz/XDC gains ontrol as aresult d a $PJESABEND conmand, issuea "MAP XDCEXIT5+0"
commandto load both alinkedit map and a cset map fa zZ/XDC's Exit 5 routine.

I Isuea"S Q XDCEXIT5" to make Exit 5 the default load module ard csed.
I Issue'GO .PI2ZRESUM" to pass catrol from z/XDC backto JES2

The"$PIES ABEND" command is the only form of the $PIES commard thatis hardled by ZZXDC's Exit 5. Al
otherforms ofthe $JESZonmandare fandledby JESZ2 own routines.

Debugging JES2 with zZ/XDC Clones
By default the z/XDC interface implemented via the above described Exit 0 and Exit 5 will loadanduseaload
modulenanmed "XDC'. However, z/XDC contains etensi\e sypportpernitting it to be renamed toany othe 3-

charactename.Whenthis isdone the reramed ZXDC is referred toga'clone" d z/XDC. See "Renaningz/XDC'
onpage 51 for more irformation.

If you needa have theXDC/JES? irterfacelook forand usea ZXDC clong then youmustadd tre following DD
cardto JESZ startup]CL:

/IXDCISxxx DD DUMMY

where"xxx" is replacdby thez/ XD C clonés nane.For exanple,if z/XDC hasbeenrenamedat your shopto"Z18",
thenyou will needto adi:

/IXDCISZ18 DD DUMMY
to JESZA startupJCL.

The presece d a"//XDCISxxx " DD card in JES2's startup JCL will have the following eff ects of z/XDC's
interface:

I Both Exit 0 and Exit 5 will look for and load "xxx" ingead of "XD C".

1 Exit Owill change the name of the /XD C initialization option from "XDC" to "xxx".
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I Exit 5will change the name of the $XDC command from"$XDC" to "$xxx".

Itis the JESDrogammerss respnsibility tochocse aclonenane thadoesot interfere with other JESitialization
optiorns ard gperatorconmands.

Communicating with the XDC/JES2 Interface

Whenrunningina nan-TSO aldresspacez/ XDC hasavailable toit two possiblemechamsms forcommunicating
with a debugging programmer: linemode style WTO/WTOR's to a €lected operator's console, or fullscreen TPUT/
TGET's via ZXDC's "Cress Domain Facility” ("CDF") toa VTAM or TSOterminal. ZZXDC canbe tupto use
either nechamsm in JES2recardlessof whetherthe JESDeingdelugged isa primary or a seonday JES2.

The linenodestyle WTO/WTOR interfaceis afallbadk methodof communication The preferable athodis the
fullscreeninterfacevia theCross Domain Facility In order tause CF, however, all of the followingcorditionsmust
bemet

I zZ/XDC's (DF conponent must te licersedandinstalledto runat your site.

I The "xxxCDF" sener taskmust ke running(where "xxx" iseither "XDC" or the nane ofthe ZXDC clone
beingusal). Note oneimplicationof thisis thatit is not pasible tousefullscrean canmunicatiors when
debugging ES2 initializaion routines in the primary JES2, since at that paint in time it will nat yet have
bee pos#ble to sart xxxCDFE

I A"IIxxxWTOR DD DUMMY card mug NOT beincludedin JER's startup JCL (This would tell ZXDC to
communicatevia WTO/WTORs insted of via CDF.)

I An"//xxxPROF " DD cardalsoshoud beincluded that pintsto acardimage librarythatcontairs acopy
of theJES2proganmer’s "xxxXDC18" menber fromhisownISPFprdile library. This ®ntainghePFkey,
saeenlayout, and other definitions needed by xxxCDF for the full saceen support.

Formore information corceming the CrossDomain Faclity, pleaserefer to z/XDC's Online Hep. (Sart zZXDC
andthentype "HELP CDF".)

J2IFUPDT: JES2Csed¢ Mapping Support

J2IFUPDT contains an IEBUPDTE format update file that contains certain source code modfications to JES2's
$CB and$MODULE macros.This souce cale pdateis ogtional. It is providedto facilitatethe pocessf making
JER ced mapsavailablefor usbyz/XDC duringJES browsing or debugging. This update should beapplied only
if you are making source code mods to JES2. If you are just writing JES2 exit routines, thenthere is no reasn to
applythisupdae.

Thisupdaefile correctlyfit all versionsandreleasesf JES2Zrom MVS/370SP1.3.6throwgh atleast MVS/E&
SP 4.3.0 (and probably beyond).

Theseupddesto the$CB and$MODULE macroscausehe JESZontrolblocks pation of all assenblies (exept
the HASPDOC asserhly) to be bracketed with "SYMDEL" and"SYMNODEL" dsectcards. The presencef the
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SYMDEL andSYMNODEL dsect cads has ro efect whatsoeer onJES2object codeThis update does not any
way affect JESZ logc or behavor. Therefae, no prodiction facility canever beome dgpendent an thisupdate.

Howewer,if the JES2code isasserbhled with "ARM='"TEST...", then the nams "SYMDHA." and "SYMNODEL"
will appea in theobjectdeck symbad table(cardtype"SYM") thatis gereratedbythe Asenbler. If, prior to linkedt,
the dject deckis then run thraugh apostprocesing utility named"XDCSYMED", thenall symbols occurrirg
betweenthe SYMD EL andSYMNODEL names wil be purged fran theobject deckThis relucesthesize ofeach
object declby hundred ofcards andeventuallywhenyoulinkedit theobject deks together ($ing"PARM="TEST
..."onthe linkedit) tobuild the variousJES2loadmodulestheiron-disksizeswill be relucedby literally thousands
of card images (as compared to not using XDCSY MED and the SY MDEL/SYMNODEL dsect cards). See z/XDC's
Online Help for more irformation abou using "XDCSYMED". (Sart ZXDC and then type "HELP MAPS
XDCSYMED".)

Note, this pracess fo eliminatingexcess gyibol table entries inecessa because the Binder itself doegiring
whasoe\er torecoquize ard elimnate reluncant "SYM" cards aml ertries.

The size ard logic of load modulesreal into storage are never affected Ly the presernce or absence of "SYM"
records.This isbecase thesystems prgramfetchroutine("IEWFETCH") always ignoresSYM records.

The updatesto $CB and $MODULE are contained in "J2AFUPDT". SampleJCL for applying the updae is
contained in "JAFUJCL". Sanple JCL for asenbling and then symbd editing JES2 modules is contained in
J2IFHASM.

Using JES2 Csect Maps

You may or may not decided that yowant to havesectmaps awilable to z/XDCduringJES2debuwgging. If you
are justwriting JES2 exit routines, thenyou probably will not need JES csed maps. On the other hand, if you are
writing modsto JESZsourcecode,thencset mapswill be very usdul to you.

If youdowishto usecsectmaps,thenyou might decideto generatehemfor either @ or only afew JES2souce
modues. To generate csect maps, you mug do the following:

I First, you nustappl theupdae found in 2IFUPDT to ES25 souce library, SYS1.HASPSRC.

I Then ya must asselvle the desired one, senal, or alJES2souce noduleswith PARM=TEST specified.
Then youwill have tolinkedit theaffectedJES2load modulesalsowith PARM=TEST specified.

I Youmust asenble ard linkedit thedesred JES2nodulesouside d SMP/E. This is beauseSMP/Edoes
not sippat PARM=TEST.

I Inorder to reducethe on-disk size of the JES object ard loadlibraries by many mary cylinders, you wil |
have to aperd to your asembly JCL a sord sep touse he XDCSYMED uility to remowe ex@ssSYM
table ertries from the object dedks. This is because mog or all of the JES2 saurce modules asenmble
apprximatelythesane verylarge sebf control bock macrosand thideadsto huge anountsof redundant
informationin theohject nodules Worse when the Binder cofines the bject modulesintoloadmodules
it takes ro stefs whatsoeer toidentify andrenove redindant SYM table eriries. kL merelypropagates tliem
wholesale ino theloadmodule.
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! In order to make XDCSYMED operate effectively, pars of "SYMDEL/SYMNODEL" DSECT cads have
to beadded tothe JES2source mdulesto delimit for XDCSYMED those SYM table eriries thatare tobe
removed fromtheobjectdecls. Thisis what the 2IFUPDT updatedoegto the$3CB and$MODULE macros.

J2IFHASM Containssanple JCLfor reasenbling all of JES2s sourcemoduleswith PARM=TEST specifiecand
with XDCSYMED invoked toeditthe djectmodules This leads tdhe creation ofBS2o0bject and lod modules
with csed maps available for use by z/XDC and with redundart dsect maps edted out.

Using JES2 Dsect Maps

The generatiorof dsectmapsfor JES2controlblocksis aseparatandsonmewhat sinpler pocesshangenerating
csect naps.All youhawe todo is assetvle and linledit HASPDOC with PARM=TEST specified This creates lad
modulethat catainsa full set ofJES2cortrol block mapsin aform usale by zZXDC. Doing this asserbly and
linkedit will in no way affect JES2procesig. In fad JES2 vill never load, makeuse of, or even know of the
existene ofthe HASPDOC load module.However, whenyou usez/XDC to browseor debwg JES2 you will find
the catrol block maps provided by HASPDOC to be immensely useful in identifying and referencing the many
controlstructuresoundwithin the JES2addresspae.

J2IFHASM cortains samle XL for creatinggHASPDOC load nodulecontainng afull setof JES2Zcontrolblock
maps for use by z/XDC. Note that when creating the HASPDOC load module, it is not necessary (although it doesn't
hurt) toapgy the2IFUPDT updatesagainst the $B and$MODULE macros.It alsois nd necesary(bu again,
it doesrit hurt) to processthe HASPDOC objed dedk through the XDCSYMED utility.

Browsing JES2 via Foreign Address $aceMode

The XDC/JES2 interface described aboveis"invasive"; i.e., when used it can interrupt JES2 main task processing:
printers stop, rewtes tine out, internal and other readers lagk TSOlogonsalso lak up, &c. Thisinterfacecan
be etrenmely usdul during program dewelopnent, andit can certainly be usedfreely againg a secadary non-
production JES2 or on a private "sandbox" system. It is not, however, gppropriate for use on a production system.

If all youwart todois to browseJES2s adiressspacewithout affectingits processig, ZXDC's "Faeign Address
Spae Mod:" is an excellent tl to use.All you needto dois:

I Logontoyour TSOterminal,
I Invoke anauthorized ZZXDC debugging session ("XD CCALLA IEFBR14"),
! Delete ZZXDC's lower display screen (move the cursor down ard press PF-key 13),
! Isuue"SET ASID JES2".

At this point you are canectedio JES2s adiressspaceandyou canusez/XDC's DISPLAY, FORMAT, LIST,
EQUATE, MAP, DMAP, USING, and ZAP commandsto display, map format, and even sometimes repair all
structuresn JESZ private stoage.
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A Browsing Example

As an xanple, try thefollowing conmandsequace:

XDCCALLA IEFBR14

SET ASID JES2

LIST TASKS

LIST RBS TCB#3

LIST REGS RB#1

LIST PSW RB#1

D HASJES20.X#1

DMAP HASPDOC.HCT

USING HCT +0

F +0,500

EQ JOBQ .$JOBQPTR?

DMAP .JQE

FIND 'MYJOBID' JOBQ

USING .JQEJNAME +0

F JQE 50

etc.

Starts upanauthorizd cebuging sessia.
Switchesto Foreigh AddressSpae Modeagpinstthe JES2addess spce.

Displays JES2s current subtaskstructure. Also (re)creates"TCB#n"
equates

Displaysthe RB's (usudly jusgt one) currently queued to JES2's man task.
Also (re)create$RB#n" equates.

Displays thecurrentregsters beingised (ateast for thehencurrentfew
nanoseconds) by the oldest RB running under JER2's mai task.

Ditto for the PSW.

Displays JESZ HCT, unformatted.

Loads a nap ofthe HCT

Bases the HCT map on bp ofthe atud HCT.

Fomats anddisplays lotsof the HCT.

Marks thestart ofJES2s job quee.

Loads aJQE map.

Locatesa JCE of interest.

Bases theJQE map,propely aligned,orto theactua JQE.

Formats aportionof the JQEMap.
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Pleas nate that this index is sorted aacording to the ASCII collating sequence, not EBCDIC. It patticular, this
meansthat dgits sortin front of (not behind) aphabetics,andthatonly sore special claracterssort infront o

alphatetics.Othes sortbehindalphabetics.

The wad processig programthatis usel here spportsonly two lewels ofindex entries: nain tqpics and sub-
topics.When a gb-topicentrysays "see majo topics’, thisindicaesthatyoushould look for the saneindex ertry

amongthemain tqics.

accesgontrol
ACF2 (see ACF2)" . .
AUTH resource (see XDC AUTH r&eource)8
CDF . :
FASM resource (see XDC FASM resource)8
foreign address spaces) .

GZAPresource(seeXDCZAPresource)? e

privileged mode"

RACF (see RACF)"

SAF, use of .

TOP SECRET (see TOP SECRET)
unprotected . e
XDC.AUTH resource$

XDC.FASM resource$ .

XDC.ZAP resourcet .

ZAP resource (see XDC ZAP resource)6

zappl ng .

INFODIR 18COId . . ..ot e e e e e e e e e e
RESDIR IECOIA . . .. v et e e e e e e e e e e e e e
FESOUNCE TULBS . . ot ittt e e e e e e e e e e e e e

Address spces

ACCESS O (SEE aCCESS CONLION) L . . . oo e e e e e e e e e

APPLY CHECK

DNt BN Y I L e e e e

APPLY REDO
Donteventryit!! .....
AUTH resomce (se@(DC AUTH resourcaa

Authorization
XDCCALLA and XDCCMDA& .. .....

Autho”zedmode(Seepnvnegedmodedebuggmg)

4

CATopSecret ..
mai ntenance reqw rements*

catalog, master .

CDF
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(Index)

ACCESS CONMIOl . o ot e e e e e e e e e e e e e e e

instaling .
IVP . .
CIassDescrlptor Table (FACF)

clist

clists

RECFM CONVEISION . . ot i ettt e e i e et e e e e e e e e e e e e e e e e e e e e e

commands

Commands Reference manuUal . . .. . ... oottt e

Compatibility

WIth Prior XD C S o o e
CSl QatBSEL . . .. o ot e e e

daasds

DBCOLE.XDCZ12.INSTALL.XMITLIB.TERSEDL .. ... ...t e e e
DBCOLE.XDCZ12.INSTALL. XMITLIB* ..ot e e e e e
AliD ZONE . . o e e e e
SYSBXDC.OMPLOG . . . oo it e e e
SY S3 X D . OM M T S i e e e
SY S3 X D . OM PP T S . . e

SYS3.XDC.SMPSCDS .
SYS3.XDC.SMPSTS .

SYS3.XDCX31.name (see "nam )*

target zone .

UNEENSE Ol . ot o e e
XD C A R o
XD A S L
XD C D . it i e
XDCCUST..“..“..“..“..“..“..“.“..“..“..“.“..“..“..“.“..“..“
XDCCMDS.“.“.“.“.“.“.“.“.“.“.“.“.“.“.“.“.“.“.“.“..“.“.__
XD D LNK L
XD D SR . .ot e
XD CICL it et e e e e
XD CIES2 . . it i e
XD CLINK o
XD CM A CS . e
XD CM LB . e
XD CPLIB ..
XD P A L
XDCTLIB . it it e e e
XACZL 2. ZID .« o o e e e e e e e e
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(Index)

DBC514l message

System Interface Initidlization REPOIt: . . ... .. .o e

DBCOLE.XDCZ12INSTALL.XMI TLIB dataset

*

DBCOLE.XDCZ12INSTALL.XMITLIB.TERSE dataset
dlstrlbutlonpackage

e-mail (seeinternet) .
FACILITY dlass .
FASM resouce (se@(DC FASM resouce)

Foreign adjressspaces

acCESS 10 (SEE aCCESS CONLIOI)D . . .. o ot e e e e e e e
FTP address (SE iNterNEL) . . ... oottt i e e e e et e e e e e e e

generalied resourcerules
ACF2# . .
GZAP resouce (se@(DC ZAP resomce)
home page (see mternet)
IEASYSXX .......

LNKAUTH= LNKLST
IKJTSOXX ......

INFODIR r€COIA . . .. ottt e e e e e e e e e e e e e e e e e e

INSTALIB
editing .

Installatlonsteps e e e e e e e e e e e
PostSMP/EPhase
Pres-SMPIE PRase& . . ..o e

SMP/E Phase
internet

EMall adOrESS . . oo e e e e
oM PagE . . .. o o i

ISPF

ISPFmessags

ISPFparel

I|SPF parels

| SPF table

-72-

o010 I©

I~ [eM)

|% I.==I|—\ B

N
NloloININ

1=
|8|=:|E

B



zZIXDC® z1.8 INSTALLATION GUIDE

(Index)

ISPFtables

IVP

FOr O . . ot e

jobs

SMPCS

SMPMAINT

Keyo(gepm,”egedmdedg)uggmg)

legal statemerts

trademark NOLICEDD . . ..ot et e e e e e e e e e e

usage warning"

HCBNSE ACHIVALION . . .. ot ot e e e e e e e e e

LICENSE command .
LLA refresh .
LNKAUTH= LNKLST

maintenace

cumulative packaging® . . .. . oo ot
discard older PaCkages& . . .. o oot v e

MAPLIBs

MASEEr CALAIOQ . . . o ottt e e e e e

messags

=
[

Messages Reference manual . . ... ... .. e

NAMING CONVENTIONS . . .. o ot e o et e e it e it e e e e e e e e e e e e e e e e e e e e e e e e e
PaNElS (SEE ISPF PaNels) . . .. o

POSI-SIMPIE Phase . . ... oot e e e e e e
Pre-SM P E PRaSE . . .. o ot e e e

profile

NOW 10 Change . . .. .

100 1O

What 10 ChaNgE . . .. e e

PROGxx .

chkReferencemanuaI

RACF .

CIassD@cnptorTabIe

RellPL .........
ReleaserdemanuaI

renaming XD CC A L . . ..o e e
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(Index)

RESDIR r8C0ra . . .. oottt e e e e e e e e e e

resourcaules
ACF2.
SAF, use of .
se:urlty (see acx:esscontrol)
Senice S/C (seeSVC XDC s)

slib daiaeis

SMP datasets

SMPB A SE JOb . .o
S M P S JOD . . e e
SMPD D DEFR JOD .. e e
SMPLOG GaBSEL . . .. o ot e ottt et e e e e e e e e e e e e

8, 14
12,15
12,13
12,13

SMPMAINT JOD .o e e e e e e e e e e e e e e e e 1215

SMPSTS dataset . . ... .

S‘PGV'SOFSHeardkey(seepnvulegedmodedd)ugg,ng)

SVC, XDCs
instaling .

integrity .

whennotlnstalledI

SYS1.PARMLIB

SYSLPARMLIB dataset . . ... oottt e e e e e e e e e e e e e

PROGXX .......
SYSBdataset$see dttasets)

SystemAuthorlzatlon FaC|I|ty (seeSAF)

System Interface In|t|aI|zat10n Report

DB O LAl MESSAgE: . . ot o it e et e e e e e e e e e e
tables (See ISPF tables) . . .. .o

target datasets

target libraries

- 39,40

XDCBL . et e e e e e e e T
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XD CCMDD .ttt
XD M D A
XD CHEL PM . e
XD CINIT PrOC! . . ottt e e e e e e e e e e e e e e
XD CIV P e
XD M A PSS . o
XDCONLHG .. e e
XD CSY MED ..o e e e e
XD T RS .t e e
XD XK T S Lt e e e

TFSATT21 defaut profile

TRSPROF tahl e . . .

TFSXDC31 table . .
Top Seaet (see CA- Top Secret)

# ..
trademarks notlce

Unterse.JcIdataset
USAOE WAIMING .« ot v v et et e e e e et e e e e e et et e e e e e e e e e e e e

uer maruds

CommaNds REfEIENCEH . . .. . oot e e
MeSsages RefEreNCEt . . ... . e

Quick Reference

ReEIEASE GUITE . . .. o ot e e e e e e
USEr'S GUITE . . oot e e e e e e e e e e e
UsSar's GUIE MANUEL . . ... ottt e e e e e e e e e e e e

VTAMLST . :
web address (see mternet)
XDC

instaling its service SVC automaticallyO . . .. . ... ... o e

renaming .

runnmgwﬂhout|tsserV|ceSVC' A |
XD C AUTH FBS0UMCE . . .ttt it i e e e e e e e e e e e e e e e e e e e e e e e e
XD C FASM FES0UICE . . vt it e it e et e e e et e e e e e e e e e e e e e e e e
XD . ZAP rBS0UICE . . ot e e e e e e e e e e e e

XDC31

target [ Drary ..o e
XDCACR2 ataset . . ... ot ittt et i et e e e e e e e e e

XDCADATA library

defaUult MAPLIBH . . .. e

XDCCALL

target [ Drary ..o e

XDCCALLA

AUENOTIZAETION & . .t it et e e e e e e e e e e e e e e e e

targetllbrary
XDCCDF dataset . . ..o e e e
XD CCLIST it ittt e e e e e e
XDCCLIST Qataset . . ov ottt e e e e e e e e e e
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RECFM CONVEISIONO . . .ottt e et e e e et e et e e e e e e e e e e e e e e e e e e

XDCCMD

target liDrary .. o

XDCCMDA

AUENOTIZAETION . . .t it et e e e e e e e e e e e e e e e e e
target [ Drary ..o
XDCCMD S ataset . . ..o ottt e e
XDCDLNK QataSat . . ..o ottt e e e e e e e e e e e e e e
XD CD SR ataSat . . o vttt et et e e e e e e e e

XDCHELPM
target library .

XDCINIT Job(see XDGNIT proc)

#
XDCINIT proc
Installing .

target [ Drary ..o e
WHEE T AOBS . . ..o e e e

XDCIVP.

targetllbrary
XDCICL Gat8SEL . . .. o ot ot et e e e e et e e e e e e e e e e
XDCIESZ Qat8SEL . . .. . o v ot it e e e e e e e e e e e e e
XDCLBDEF Clist . . oot e e e
XDCLINKdataset
XDCMAGCS QaBSEL . . .. oottt et e e e e e e e e e e e e

XDCMAPS

target liDrary ..o
XDCMLIB GatBSEL . . .. . ot ottt et it e e e e e e e e e e e e e

XDCONLHG

target liDrary ..o
INVOKING . . o i e e e e
XDCPLIB dataset . . .. .ottt e e e e e e e
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.. 39
. 39
40
40
40
. 49
17
14
.14
22,23, 25

.. 14,18
23
14

XDCPLPA GAASEL . - -« oo s oo oo oo oo . 1418

XDCSYMED

target liDrary .. o

XDCTFS

target [ Drary ..o e
XDCTLIB Ga@SEt . . ... ot ittt et i e e e e e e e e e e e e e

XDCXITS

target [ Drary ..o e

Xdcz12.zip dataset .

Xmitlib.trs dataset .. ....

ZAP resouce (seeXDC. ZAP resowce)
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